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1
Decision/action requested

This contribution provides the summary of all agreed threat scenarios to justify on the need of data collection to enable identification of risks related to the KI#1 solution direction for TR 33.894.
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Introduction
This contribution presents the various agreed threat scenarios in SA3 so far, that essentially need data collection to enable identification of security risks (i.e., security risks include service availability risks as per security CIA well-known triad) and subsequently to prevent further lateral movement of the attacks/expansion of the threat surface related to the Zero trust efforts [1][2]. 
4
Discussion
SA3 has already studied and agreed various threat scenarios as presented in the following table. Considering the agreed threat scenarios, this contribution analyses and presents the observation summary with justification to enable data collection for identification of risks.
	Key Issue 
	Security Threat Information (Only SA3 agreed text is presented in this column as cited)
	Observations Summary

	KI#8: Trusted Network Function instances identifiers [3]
	A malicious or compromised NF instance can send a rogue CSR message using a compromised NF Instance Id [3].
	A malicious or compromised NF behaviour is not limited to only sending rogue CSR messages. If there exists a malicious or compromised NF, its behaviour becomes unpredictable, and possibly drifts away from the expected one.  The issue of such unprecited messages constitute a clear indicator of compromise. In addition, other relevant unprecented information, such as load, and performance can also be considered.

	KI#4: Anomalous NF behaviour detection by NWDAF [4]
	Different NFs may behave in an undefined manner. Anomalous NF behaviour could include among others, failed attemps to access NF/NF services which was not authorized to a NF as NF/NF service consumer, unusual high consumption of network or compute resources by a particular NF/NF service (consumer or producer), continuous sending of compromised messages to particular NF service producer (DoS), numerous attempts to exhaust connections of a HTTP server, etc. [4]

	The KI#4 in [4] already states that, ‘it is imperative that an analytics function such as NWDAF supports the monitoring of the behaviour of all NFs and ensures that the NFs behave as defined/specified. If the NFs behave erroneously, it should be possible to detect the anomaly, so that appropriate steps can be taken, e.g., by an operator to control the potentially damaging behaviour.’. 
The takeaway here as suggested in [4], is that to monitor unacceptable NF behaviour, a designated NF should collect data related to all violations to the defined/specified messages and behaviours. 


	KI#6: Cyber-attack detection [4]
	Cyber-attack may not be detected by the 5G network; thus further attacks could be conducted.

Anomaly events may not be detected by the 5G network; thus further attacks could be conducted [4]. 


	For further attacks to be conducted (e.g., for lateral movement of the attack), the compromised NF can communicate with the healthy normal NFs. In this case, the only way, by which the NFs can communicate with each other in SBA is over SBI and the SBI related service operation messages (i.e., service operation inputs/outputs, message types, and message content) are already clearly defined and specified in TS 23.502 clause 5.2 [6]. So, it is very clear that any violations to these predefined protocols and messages if attempted by a compromised NF, then those data should be collected to allow further analysis to see if that is a mere error, or malformed message. If the violations are not collected, it can lead to risk which can be of any nature such as a service availability risk or a security risk.

	KI#3: Network Slice admission control [5]
	The malicious/compromised NSACF(s) in specific area(s) of a PLMN with low security protection may continuously send fake message primary NSACF to indicate the number of registration UEs/PDU sessions is reaching the maximum number, that may cause the primary NSACF to re-distribute the quotas of maximum number of registration UEs/PDU sessions to NSACFs in serving areas, finally impact the service of other benign serving areas.


	With this threat, it is evident that messages attempted by the NSACF should be monitored for associated risks. Furthermore, a malicious or compromised NSACF is not limited to only send fake messages to primary NSACF related to incorrect number of registrations or PDU sessions. A malicous or compromised NSACF can also attempt to attack other NFs in SBA over SBI. It is clear that data should be collected to further analyze any violations to service operation messags defined and specified in TS 23.502 clause 5.2.21 [6] attempted by a malicious or compromised NSACF. If the violations to specified message are not collected, it can lead to risk, which can be of any nature such as a service availability risk or a security risk.




6 
Conclusion and endorsement
Based on the observations and analysis presented in the clause 5, it is proposed to endorse for the conclusions to KI#1 in [1], that one of the main data to be collected to identify any security risk (e.g., service availability risk or threat lateral movement risk) is the violation(s) to the predefined/specified service operation message(s). Additionally, any existing data collection aspects (e.g., related to load and performance information) can complement risk identification.
