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1
Decision/action requested

This pCR add a new subclause to capture the actual tenets definition from NIST 800-207[2] to TR 33.894.
2
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3
Rationale

The tenet evaluation details presented in TR 33.894 is predominantly based on the NIST zero trust tenets described in [2]. Therefore, most of the tenet evaluation contributions quoted the NIST tenets in clause 5.1.1.1 description to use as the base to identify and list out further the relevance and applicablity aspects for 5G core network security. But a company asked to provide only relevant 5G security mechanism specific information in clause 5.1.1.1 and not to capture the actual tenets in clause 5.1.1.1. As we expressed that leaving away the actual tenet descriptions in tenet evaluation is causing more misinterpretations, the other company then suggested to have a new sub-clause to capture NIST’s actual tenet description. As the NIST Zero trust tenet [2] is the base to identify and agree on the related 5G core network security relevance, placing the actual tenet descriptions alongside the tenet evaluation with avoid misinterpretations and will help ease of understanding.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.1
Tenet Evaluation Details
5.1.1
Tenet #1: Resources 
5.1.1.0
NIST Tenet Definition
According to NIST zero trust tenets in [2] it states that, ‘All data sources and computing services are considered resources. A network may be composed of multiple classes of devices. A network may also have small footprint devices that send data to aggregators/storage, software as a service (SaaS), systems sending instructions to actuators, and other functions. Also, an enterprise may decide to classify personally owned devices as resources if they can access enterprise-owned resources’.
*****Start of Change 1*****
*****Start of Change 2*****
5.1.2
Tenet #2: All communication is secured regardless of network location
5.1.2.0
NIST Tenet Definition
According to NIST zero trust tenets in [2] it states that, ‘Network location alone does not imply trust. Access requests from assets located on enterprise-owned network infrastructure (e.g., inside a legacy network perimeter) must meet the same security requirements as access requests and communication from any other nonenterprise-owned network. In other words, trust should not be automatically granted based on the device being on enterprise network infrastructure. All communication should be done in the most secure manner available, protect confidentiality and integrity, and provide source authentication.’.
*****Start of Change 2*****
*****Start of Change 3*****
5.1.3
Tenet #3: Access granularity
5.1.3.0
NIST Tenet Definition
According to NIST zero trust tenets in [2] it states that, ‘Access to individual enterprise resources is granted on a per-session basis. Trust in the requester is evaluated before the access is granted. Access should also be granted with the least privileges needed to complete the task. This could mean only “sometime recently” for this particular transaction and may not occur directly before initiating a session or performing a transaction with a resource. However, authentication and authorization to one resource will not automatically grant access to a different resource.’.
*****Start of Change 3*****
*****Start of Change 4*****
5.1.4
Tenet #5: Maintain the integrity and security posture of all owned and associated assets
5.1.4.0
NIST Tenet Definition
According to NIST zero trust tenets in [2] it states that, ‘The enterprise monitors and measures the integrity and security posture of all owned and associated assets. No asset is inherently trusted. The enterprise evaluates the security posture of the asset when evaluating a resource request. An enterprise implementing a ZTA should establish a continuous diagnostics and mitigation (CDM) or similar system to monitor the state of devices and applications and should apply patches/fixes as needed. Assets that are discovered to be subverted, have known vulnerabilities, and/or are not managed by the enterprise may be treated differently (including denial of all connections to enterprise resources) than devices owned by or associated with the enterprise that are deemed to be in their most secure state. This may also apply to associated devices (e.g., personally owned devices) that may be allowed to access some resources but not others. This, too, requires a robust monitoring and reporting system in place to provide actionable data about the current state of enterprise resources.’.
*****Start of Change 4*****
*****Start of Change 5*****
5.1.5
Tenet #6: Access security
5.1.5.0
NIST Tenet Definition
According to NIST zero trust tenets in [2] it states that, ‘All resource authentication and authorization are dynamic and strictly enforced before access is allowed. This is a constant cycle of obtaining access, scanning and assessing threats, adapting, and continually reevaluating trust in ongoing communication. An enterprise implementing a ZTA would be expected to have Identity, Credential, and Access Management (ICAM) and asset management systems in place. This includes the use of multifactor authentication (MFA) for access to some or all enterprise resources. Continual monitoring with possible reauthentication and reauthorization occurs throughout user transactions, as defined and enforced by policy (e.g., time-based, new resource requested, resource modification, anomalous subject activity detected) that strives to achieve a balance of security, availability, usability, and cost-efficiency.’.
*****Start of Change 5*****
*****Start of Change 6*****
5.1.6
Tenet #7: Data collection to improve security posture
5.1.6.0
NIST Tenet Definition
According to NIST zero trust tenets in [2] it states that, ‘The enterprise collects as much information as possible about the current state of assets, network infrastructure and communications and uses it to improve its security posture. An enterprise should collect data about asset security posture, network traffic and access requests, process that data, and use any insight gained to improve policy creation and enforcement. This data can also be used to provide context for access requests from subjects’.
*****Start of Change 6*****
