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· Exposure of personal data to 3PP may be governed by consent and thus require prior authorization by the individual/user/subscriber. This affects features like EC, EI/ML, SNAPPY and eNA. It is therefore proposed that data exposure from the 3GPP system to external parties/entities/AF, shall be excluded from Annex V as that will require a distinct solution. How SA3 should drive this in 3GPP is yet to be decided.
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[bookmark: OLE_LINK176]Annex V (normative): 
User consent requirements and mechanisms
[bookmark: _Toc122100611]V.1	General
[bookmark: _Toc80693987][bookmark: _Toc80694120][bookmark: _Toc122100612]V.1.1	Scope
User consent can be required for 3GPP features depending on local regulations. Therefore, this annex:
·  dDescribes the generic security requirements and procedures to support user consent enforcement within 3GPP services.
·  Describes subscriber-based consent given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the operators 3GPP system to comply with local laws and regulations.
· Is only intended for internal use within the operators (controllers) domain.
While the use cases can differ, the annex focuses on the common and generic aspects related to the storage, checking and revocation of the user consent. 
The user consent related requirements and mechanism in the present document are applicable only when it is required by regional regulations or operator’s local policy, not otherwise.
If a data processing activity is governed by user consent, the user/subscriber authorization may be required before the included personal data can be exposed to external parties, see section 3.3.1 Minimum content requirements for consent to be ‘informed’ of  [xx]). For these cases the Annex V does not apply. 

The term data processing in this annex is used to convey the same meaning as in [101].
[bookmark: _Toc122100613]V.1.2	Relationship between end-users and subscriber 
It is assumed that the user consent is obtained from the end-users. The end-user(s) is the subscriber itself or authorize the subscriber to provide consent on behalf of the end-users. Alternatively, the end-users are authorized by the subscriber to provide the consent. That means user consent is always tied to the subscription information. How authorization is provided between the subscriber and the end-users is out-of-scope of this specification.
NOTE: The term end-user is defined in TR 21.905 [1].
[bookmark: _Toc122100614]V.2	Requirements
The UDM shall support the following services related to the user consent. 
-	Retrieval of user consent parameters.
-	Notification of user consent parameters change.
The user consent parameters shall be stored in the UDM/UDR as subscription data.
The user consent parameters shall be bound to a SUPI/GPSI.
The user consent parameters shall be bound to the purpose of data processing.
The user consent parameters shall include whether the user consent is granted or not.
The information and processes subject to user consent shall be configured by OAM.
The user consent shall be effective only after the point in time that user consent was given.The user consent shall be effective until revoked. It means that there is no expiry/validity timer for the user consent parameters stored in the subscription data.
NOTE:	UDM does not provide user consent revocation service, it only provides notifications of user consent parameter changes.
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