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1
Decision/action requested

It is proposed to endorse the proposals in this discussion paper in TS 33.501.
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Rationale

The Annex V framework" User consent requirements and mechanisms" [1] is described as" necessary to comply with privacy regulation", e.g., PIPL (Personal Information Protection Law, in China), GDPR (General Data Protection Regulation, in Europe), etc. 

A feasibility study on the applicability of different regulatory requirements and aspects has not been performed on any granularity, regarding the data that 3GPP attempts to have a user consent mechanism for.

Instead, the focus has been on defining the technical solutions, without having a thorough understanding of the regulatory requirements and if they will affect different features and the operation of a 3GPP system.

Moreover, no prior technical, legal or privacy related analysis has been done within 3GPP to determine which measurement data or other 3GPP system generated data may be considered as personal and potentially be governed by consent in the true meaning of current applicable legislation. The current assumption is that some of the measurement data, or other data generated by other 3GPP system, can be considered as "personal data", otherwise known as Personally Identifiable Information (PII).  

This discussion paper attempts to translate how the requirements on consent in GDPR relate to the requirements of "user consent" and its uses in the 3GPP System. 

In addition, the discussion paper identifies current related gaps and proposes a way forward.
4
GDPR Consent

4.1 What GDPR says about consent 

GDPR lays down rules relating to the protection of natural persons regarding the processing of personal data and rules relating to the free movement of personal data. 

(Data) controllers (i.e., network operators) must identify and declare a legal basis for their personal data processing activities to be lawful. Art. 6 GDPR [3] stipulates 6 bases where consent is one. Multiple legal bases may be valid to legally justify the processing of personal data, but a controller must choose only one. 

In conclusion, GDPR does not mandate controllers to obtain consent from users (or the subscription owner) in order to process their personal data – the controller can choose any of the alternative valid legal bases. 

4.2 Requirements on consent in GDPR

There are strict rules about what constitutes consent from a data subject [2] and Art. 7 GDPR [3], to process their information.

1.
Authorization (=consent) has a well-defined scope of 
a)
data,
b)
purpose,
c)
who it is given to,

2.
Consent must be “freely given, specific, informed and unambiguous."

3.
Requests for consent must be “clearly distinguishable from the other matters" and presented in "clear and plain language."

4.
Data subjects can withdraw previously given consent whenever they want, and a business entity needs to honor their decision. When a legal basis ceases to be valid, like the case when consent is revoked, a business entity cannot simply change the legal basis of the processing to one of the other alternative and valid justifications.
5.
A business entity needs to keep documentary evidence of consent.

If the 1-5 conditions cannot be fulfilled, the consent would not be deemed legally valid.

5
Discussion and conclusion

5.1 What should be governed by user consent?

Annex V of TS 33.501 doesn’t clarify what should be governed by user consent; there is no universal privacy regulation that settles the question, so how can SA3 specify these conditions?

GDPR consent-governed-processing describes a data+purpose mix, whereas 3GPP user consent governs feature level authorization (purpose) without explicitly mentioning the data scope.

As stated earlier, a controller chooses one legal basis amongst valid alternatives. In this context, it is important to understand that the same data can be processed for different purposes and under different legal bases, but controllers cannot swap to another legal basis to continue the consent-governed processing, when consent is revoked; if consent is revoked for a purpose, the controller must honor the revocation.

Now to the crux, in a 3GPP system, measurement/data collected/processed for one purpose is often used in multiple features, e.g.  measurement from MDT is used in AI/ML ng-RAN. In these cases, it is not clear how to observe user consent technically and legally; the unclarity includes also the identification of actions directed at subscriber/user for resolution.  As an example, in [5] there are three use cases: Network Energy Saving, Load Balancing and Mobility Optimisation, for which MDT data (and RRM measurements) can be used as one of the inputs. MDT requires subscription-based user consent, as described in 3GPP TS 32.422 [5] clause 4.6.2. 

Since the controller (operator) is responsible for data processing it should be left to the controller to provision and configure the 3GPP system based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the operators 3GPP system to comply with local laws and regulations. 

5.2 User consent vs subscriber consent

As stated in Annex V of TS 33.501: “It is assumed that the user consent is obtained from the end-users. The end-user(s) is the subscriber itself or authorize the subscriber to provide consent on behalf of the end-users. Alternatively, the end-users are authorized by the subscriber to provide the consent. That means user consent is always tied to the subscription information. How authorization is provided between the subscriber and the end-users is out-of-scope of this specification."
Under these premises, we conclude that user consent has acquired a rather static nature, contrary to what is expected of the legal instrument" consent" which must be freely given, informed, as easy to give as to take back; a user who does not consent must not suffer any detriment for withholding consent. Additionally, given that only the owner of the personal data can authorize its processing, the acquired consent, when not given by the data subject, becomes invalid (discounting a parent/guardian authorizing the processing of minor’s personal data). Consent in the UDM record contains uncertainty as to who authorized the processing of personal data.

Since controllers must maintain evidence of consent, it is suggested that the personal data and processes governed by user consent shall be configured by OAM. 

5.3 Data exposure from 3GPP system to external parties/entities/AF 

If a data processing activity is governed by user consent, the user/subscriber authorization may be required before the included personal data can be exposed to external parties. 

With regard to “the controller’s identity" and   "what (type of) data will be collected and used", section 3.3.1 of  [4] says that " the EDPB notes that in a case where the consent sought is to be relied upon by multiple (joint) controllers or if the data is to be transferred to or processed by other controllers who wish to rely on the original consent, these organisations should all be named. Processors do not need to be named as part of the consent requirements, although to comply with Articles 13 and 14 of the GDPR, controllers will need to provide a full list of recipients or categories of recipients including processors."
In essence this means that consent is not acquired once and generally applied thereafter. Neither is consent acquired by party A and then used by party B, unless party A, in asking for consent, already preemptively stated that B would gain access to that data too. 

It is proposed that for personal data exposure from the 3GPP system to external parties/entities/AF cases, Annex V does not apply. This is because:

1.    There is no user consent mechanism that would enable the controller to authorize the exposure and sharing of personal/PII data with 3PPs. Such authorization needs to be specific for the 3PP, as demonstrated in the text above.
2.    If UDM shall be used for storing user consent that relates to exposure to external entities, the following needs to be specifically defined:
a. 
the purpose,
b. the data and,
c. to whom the authorization is given. 

Therefore, data storing in UDM is not suited for such granularity.

5.4 Conclusions 

What can the average person competently authorize? The protection of personal data is everyone's concern; the mechanisms SA3 designs to protect individuals personal data and their rights must not end up undermining the privacy of individuals through misinterpretation and misapplication. There are multiple control points to govern personal data but not all are fruitful or come with desired effects.

To a large extent, controllers (operators) decide what justifies their processing activities and their decision may fall on using consent or using another lawful and fitting justification ("legal basis for processing personal data").

When asking for consent, a controller has the duty to assess whether it will meet all the requirements of valid consent. If obtained in full compliance with the GDPR, consent is a tool that gives data subjects control over whether and how personal data concerning them will be processed. 

Annex V is subscriber-consent given to the operator so that the 3GPP system can be provisioned/configured according on the operator-subscriber agreed permissions stored in UDM to make it feasible for the operators 3GPP system to comply with local laws and regulations. It is therefore suggested that the personal data and processes governed by user consent shall be configured by OAM. 

Data exposure from 3GPP system to external parties/entities/AF, should be excluded from Annex V, since data storing in UDM is not suited for the granularity needed to comply with current regulations. How subscriber/user authorization of data exposure from 3GPP system to external parties/entities/AF should be handled in 3GPP is ffs.

It is therefore suggested that the purpose of the current framework of Annex V in TS33.501 shall be considered for use only within the 3GPP system.


Detailed proposal

Considering the above discussion and conclusions, the following is proposed to clarify the Annex V TS 33.501 with the following and to accept CR S3-233080 and S3-233081:

1.  The purpose of the current framework Annex V in TS33.501 shall be considered for use within 3GPP system exclusively. Annex V is subscriber-based consent given to the operator so that the 3GPP system can be provisioned/configured based on the operator-subscriber agreed permissions stored in UDM to make it feasible for the operators 3GPP system to comply with local laws and regulations. It is proposed that this shall be configured by OAM.

2.   Exposure of personal data to 3PP may be governed by consent and thus require prior authorization by the individual/user/subscriber. This affects features like EC, EI/ML, SNAPPY and eNA. It is therefore proposed that data exposure from the 3GPP system to external parties/entities/AF, shall be excluded from Annex V as that will require a distinct solution. How SA3 should drive this in 3GPP is yet to be decided.

