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1	Decision/action requested
SA3 is kindly requested to approve the conclusions proposed.
2	References
3	Rationale
In the case of DCR messages with integrated discovery, there is a need to protect discovery parameters (e.g., RSC, integrated_discovery_indication), and DCR-related fields (e.g., Relay indication and Security Information which may include for example PRUK-ID). Thus, to maintain consistency with conclusions related to normal UE-to-UE discovery security materials and/or security requirements of 5G ProSe Direct communication procedures requiring protection (e.g., UE-to-Network scenario as per 6.3.5 of TS 33.503), the following conclusions are suggested: 
· Discovery security materials are used to protect the integrated discovery message.
· Two sets of discovery security materials are provisioned to provide protection for DCR messages with integrated discovery. The first key set is used to protect the direct discovery set elements which include e.g., User Info ID of Source/Target UE and the integrated_discovery_indication; the second key set is used to protect the UE-to-UE discovery set elements including e.g., RSC, UE-to-UE Relay User Info ID and/or other DCR fields (e.g., Relay indication, PRUK-ID).  
Furthermore, considering that UE-to-UE Relay may already have a security context established with Target-UE, the following conclusion is proposed:
· If a security context is already established between e.g., UE-to-UE Relay and Target-UE, security materials that correspond to the established security context may be used to protect the Integrated Discovery message.
4	Detailed proposal
Key Issue #1: Security for UE-to-UE Relay discovery
The following text is taken as a conclusion for the UE-to-UE Relay discovery:
The two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. One is used for protecting direct discovery set. The other one is used for protecting the U2U relay discovery message. 
Provisioning of discovery security materials for the direct discovery set reuses the security material provisioning mechanism for Restricted 5G ProSe Direct Discovery as specified in TS 33.503[6].
Provisioning of discovery security materials for the U2U relay discovery message reuses the security material provisioning mechanism for 5G ProSe UE-to-Network Relay discovery as specified in TS 33.503 [6].
Regarding integrated discovery:
· Discovery security materials are used to protect the integrated discovery message.
· Two sets of discovery security materials are provisioned to provide protection for DCR messages with integrated discovery. The first key set is used to protect the direct discovery set elements which include e.g., User Info ID of Source/Target UE and the integrated_discovery_indication; the second key set is used to protect the UE-to-UE discovery set elements including e.g., RSC, UE-to-UE Relay User Info ID and/or other DCR fields including e.g., Relay indication, PRUK-ID. 
· If a security context is already established between e.g., UE-to-UE Relay and Target-UE, security materials that correspond to the established security context may be used to protect the Integrated Discovery message.
Editor’s Note: Further conclusion is FFS.

