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************ START OF CHANGES************
[bookmark: _Toc106364506][bookmark: _Toc129959829][bookmark: _Toc106364526][bookmark: _Toc106372396]6.1.3.3.2.2	Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model B
[bookmark: _Toc106364507][bookmark: _Toc129959830]Editor’s Note: This clause describes the security procedure for 5G ProSe UE-to-UE Relay Discovery with Model B.
The security procedure for 5G ProSe UE-to-UE Discovery with Model A is shown in Figure 6.1.3.3.2.2-1.


Figure 6.1.3.3.2.2-1: Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model B
0.	Discoverer UE and Discoveree UE get the security materials used to protect direct discovery messages in Model A through the procedure defined in clause 6.1.3.2.2.2. Discoverer UE, Discoveree UE and Relay UE reuse the procedures defined for UE-to-Network relay in clause 6.3 to get the security materials for protecting UE-to-UE relay discovery messages.
1.	The Discoverer UE generates the UE-to-UE Relay Discovery Solicitation message in which includes U2U discovery set, direct discovery set and MIC of the message.
	The direct discovery set includes UTC-based counter LSB for direct discovery, ProSe Query Code for direct discovery, User Info ID of the Discoverer UE, User Info ID of the Discoveree UE and MIC of the direct discovery set. The direct discovery set is protected by the security materials used to protect direct discovery messages through the security procedure specified in clause 6.1.3.2.3. If UE privacy protection is required, the User Info IDs of the Discoverer UE and Discoveree UE should be protected by confidentiality.
	The U2U discovery set includes message type, RSC andUTC-based counter LSB for U2U relay discovery of the message.
	The UE-to-UE Relay Discovery Solicitation message is protected by integrity using the security materials used to protect relay discovery messages through the security procedure specified in clause 6.1.3.2.3.
	The Relay UE receives and verifies the UE-to-UE Relay Discovery Solicitation message.
2.	The Relay UE generates the UE-to-UE Relay Discovery Solicitation message in which includes U2U discovery set, direct discovery set from the received message sent by the Discoverer UE and MIC of the message.
	The U2U discovery set includes message type, RSC, UTC-based counter LSB for U2U relay discovery and User Info ID of the Relay UE.
	The UE-to-UE Relay Discovery Solicitation message is protected by integrity using the security materials used to protect relay discovery messages through the security procedure specified in clause 6.1.3.2.3. If UE privacy protection is required, the User Info ID of the Relay UE should be protected by confidentiality.
	The Discoveree UE receives and verifies the UE-to-UE Relay Discovery Solicitation message.
3.	The Discoveree UE generates the UE-to-UE Relay Discovery Response message in which includes U2U discovery set, direct discovery set and MIC of the message.
	The direct discovery set includes UTC-based counter LSB for direct discovery, ProSe Respose Code for direct discovery and MIC of the direct discovery set. The direct discovery set is protected by the security materials used to protect direct discovery messages through the security procedure specified in clause 6.1.3.2.3.
	The U2U discovery set includes message type, RSC and UTC-based counter LSB for U2U relay discovery of the message, User Info ID of Discoverer UE and User Info ID of Discoveree UE.
	The UE-to-UE Relay Discovery Response message is protected by integrity using the security materials used to protect relay discovery messages through the security procedure specified in clause 6.1.3.2.3. If UE privacy protection is required, the User Info IDs of the Discoverer UE and Discoveree UE should be protected by confidentiality.
	The Relay UE receives and verifies the UE-to-UE Relay Discovery Response message.
4.	The Relay UE generates the UE-to-UE Relay Discovery Response message in which includes U2U discovery set, direct discovery set from the received message sent by the Discoveree UE and MIC of the message.
	The U2U discovery set includes message type, RSC and UTC-based counter LSB for U2U relay discovery of the message, User Info ID of Relay UE and User Info ID of Discoveree UE.
	The UE-to-UE Relay Discovery Response message is protected by integrity using the security materials used to protect relay discovery messages through the security procedure specified in clause 6.1.3.2.3. If UE privacy protection is required, the User Info IDs of the Relay UE and Discoveree UE should be protected by confidentiality.
	The Discoverer UE receives and verifies the UE-to-UE Relay Discovery Response message.
************ END OF CHANGES************
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