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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
3	Rationale
The solution is updated to make clear distinction between the cases where padding is used to prevent the leakage of the length of the SUPI. 
4	Detailed proposal
*** 1st CHANGE ***

[bookmark: _Toc128377801]6.9	Solution #9: Concealing length of SUPIs in SUCIs by padding the SUPIs
[bookmark: _Toc128377802]6.9.1	Introduction
This is a solution to KI #1. It uses pre-encryption padding of SUPIs. 
[bookmark: _Toc128377803]6.9.2	Solution details
[bookmark: _Toc128377804]6.9.2.1	Solution Basics
For SUPIs taking the form of a NAI, the subscription identifier part of the SUPI includes the "username" portion of the NAI as defined in NAI RFC 7542 [5]. 
While computing a SUCI (using a ECIES scheme as described in Annex C of TS 33.501 [3]), with an exception for the null scheme, the UE pads the username portion before encrypting it using ECIES. 
When the UE sends the SUPI (which is not concealed in a SUCI) over a protected channel, the UE pads the SUPI in a similar manner as it does before encrypting using ECIES. 
When the SUPI is sent as part of a TLS certificate, the UE pads the TLS record that is carrying the certificate. This is the case where the UE most probably has sent an anonymous SUCI at the initial identification stage instead of a SUCI that is computed using a ECIES scheme.
NOTE 1: 	The null scheme does not provide SUPI privacy in the first place; therefore, padding will only increase bandwidth without improving any privacy.
NOTE 2: 	In the present document, SUPI in IMSI format is not padded because it is fixed length, and SUCI cannot be attributed to a particular SUPI based on length.
NOTE X: TLS 1.2 is going to be phased out by NIST requirement in early 2024. Therefore, this solution does not propose any additional privacy mechanisms on top of the existing privacy mode EAP-TLS with TLS 1.2.

The necessary padding parameters, which are the home operator's choices, are  stored in USIM.

[bookmark: _Toc128377805]6.9.2.2	Padding parameters
Padding parameters comprise a list of pLen. Each pLen in the list indicates the number of octets tobe padded with the unpadded username or TLS record for a certain number of octets in the unpadded username.
The HN stores the whole pLen. The USIM stores only one element of the pLen that is relevant for the associated subscriber.
[bookmark: _Toc128377806]6.9.2.3	UE Side
Padding of SUPIs in NAI format is performed by the same component, either USIM. or ME, that performs the calculation of SUCI in the following manner: 
-	If the number of octets in the unpadded username is indicated in the list of pLen, the username is padded to the corresponding pLen. In this case, the username is prepended with the necessary numbers of octet value 0x20. 
-	If the number of octets in the unpadded username is not indicated in the list of pLen, the username is not padded.
-	The UE does not pad the SUPI in NAI format when using the null scheme.
Padding of SUPIs, which is not concealed in a SUCI and sent over a protected channel, is done by theUE. Padding is done in the following manner: 
-	If the number of octets in the unpadded username is indicated in the list of pLen, the username is padded to the corresponding pLen. In this case, the username is prepended with the necessary numbers of octet value 0x20. 
-	If the number of octets in the unpadded username is not indicated in the list of pLen, the username is not padded.

The padding of the TLS record carrying the TLS certificate of the UE is done by the UE according to the TLS standards. The padding length is chosen in the following manner:
-	If the number of octets in the unpadded username is indicated in the list of pLen, the TLS record that contains the certificate is padded with the number of indicated octets.
-	If the number of octets in the unpadded username is not indicated in the list of pLen, the TLS record that contains the certificate is not padded.

[bookmark: _Toc128377807]6.9.2.4	Home Network Side
With an exception for the null scheme, when the de-concealed SUPI or the SUPI received over a TLS channel is in NAI format and padded by the UE, the UDM/SIDF unpads the username portion. The UDM/SIDF removes 0x20 octet from the beginning of the username until a non-0x20 octet value is identified. If the TLS record is padded, then the network does not need to do anything to unpad the TLS record in addition to the existing TLS standards.
[bookmark: _Toc128377808]6.9.3	Evaluation
Editor’s Note: Further evaluation is FFS
This solution addresses KI #1.
It solves the problem of leaking SUPI length in the context of 5G AKA and EAP-AKA' using padding.
The USIM has to be provisioned with padding parameters. SUPI padding needs to be done by the USIM or ME depending on where the SUCI is computed. The UDM/SIDF has to unpad the padded SUPI.

*** END OF CHANGES ***


