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1
Decision/action requested

This contriution proposes to update the conclusion of KI #1 in TR 33.740.
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3
Rationale

The contribution proposes to include the following statement into the Conclusion of KI #1 in TR 33.740 [1]:

“The UE-to-UE Relay Discovery message may include security policies of the UEs, which can be used by the UEs to decide whether to initiate the link establishment procedure with the discovered UE.”

In KI #2, it is agreed that PC5 security establishment between the Target UE, Source UE, and UE-to-UE Relay reuse the mechanism defined in 5.3 of TS 33.536 [2]. During the PC5 link establishment procedure, if the initiating UE and the receiving UE cannot reach an agreement on the protection method based on the provisioned security policies, the procedure is aborted.
Upon disagreement on the protection method in Unicast Mode Direct communication and UE-to-Network Relay communiation, the initiating UE can simply repeat the link establishment procedure with another UE until it finds a suitable one. However, in UE-to-UE Relay communication, there are more than two PC5 links to be established (i.e., two PC5 links in Layer-3 UE-to-UE Relay communication and three PC5 links in Layer-2 UE-to-UE Relay communication), and not being able to reach agreements on the protection method for all links may lead to abortion of the whole UE-to-UE Relay communication link establishment procedure, which is highly in-efficient.
In that sense, we propose to include the security policies of each UE, which are provisiond by the network when the UE is within network coverage, into the discovery messages so that the initiating UE can use them to decide whether to initiate the link establishment procedure with a discovered UE. This will prevent unnecessary link establishsment attempts from occurring and save resources.
4
Detailed proposal

**** Start of Change ****
7.1
Key Issue #1: Security for UE-to-UE Relay discovery
The following text is taken as a conclusion for the UE-to-UE Relay discovery:

The two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. One is used for protecting direct discovery set. The other one is used for protecting the U2U relay discovery message. 

Provisioning of discovery security materials for the direct discovery set reuses the security material provisioning mechanism for Restricted 5G ProSe Direct Discovery as specified in TS 33.503[6].

Provisioning of discovery security materials for the U2U relay discovery message reuses the security material provisioning mechanism for 5G ProSe UE-to-Network Relay discovery as specified in TS 33.503 [6].
The UE-to-UE Relay Discovery message may include security policies of the UEs, which can be used by the UEs to decide whether to initiate the link establishment procedure with the discovered UE.
Editor’s Note: Further conclusion is FFS.
**** End of Change ****
