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3
Discussion
3.1
Security issue
According to Report from RAN2 [3] which was made after e-mail discussion, the following call flow can be considered for selective SCG activation (some steps are omitted for simplicity).
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5-7 steps can be performed repeatedly without reconfiguration by MN.


Figure 1: Source MN initiated procedure for SCG selective activation
SA3 clearly indicated in the reply LS to RAN2 [2] that, when the UE switches back to the same SN, same key S-KgNB shall not be used.
3.2
Proposed solution

For selective SCG activation with one or more candidate PScells (including from one or more SNs), the following solution to be considered

KSN derivation using a Counter managed by the UE 
UE manages a counter for generating a key (KSN). When UE accesses to SN#1 (switching back from SN#2) based on the CPC evaluation, the UE selects a new counter and generates KSN using it. Next, UE sends the counter to MN in RRC Connection Reconfiguration Complete message. Upon receiving the message with the counter, the MN generates KSN using the received counter and sends the KSN to SN#1 using SN Reconfiguration Complete. For this, there are two options.
Option 1: Using the existing SN counter
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1-2. The MN computes and delivers a KSN to each SN in the SN Addition Request message.

3-4. The MN sends to the UE an RRC Connection Reconfiguration message including the CPC configurations which contain SN Counters. The UE stores the CPC configurations and stores the largest SN Counter separately.
5. The UE starts evaluating the execution conditions.

6-7. When UE accesses to SN;
i) If the SN has not been connected to the UE before, the UE uses the SN counter that MN sent for the SN.
ii) If the SN was connected to the UE before, UE increases separately stored SN Counter by 1, uses it as a SN counter to generate KSN, and sends the SN counter to MN.  MN computes KSN using the received SN counter and delivers KSN to the SN.
As an example, MN generates KSN1, KSN2, and KSN3 using SN Counter 1, 2, and 3, respectively. MN sends the keys to each SN and SN Counters (1, 2, and 3) to UE. UE stores the SN Counter 3 (the largest SN Counter) separately. When the UE connects to SN1 for the first time, UE uses SN counter 1 to generate KSN1. After UE switches back to SN1 from SN2 or SN3, UE increases the separately stored SN Counter (i.e., 3) by 1 (i.e., the separately stored SN Counter = 4) and uses 4 as SN Counter to generate a new KSN. UE sends the used SN Counter (i.e., 4) to MN in RRC Connection Reconfiguration Complete message.
Option 2: Using a new counter
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1-2. The MN computes and delivers a KSN to each SN (KSN1, KSN2 and KSN3) in the SN Addition Request message.

3-4. The MN sends to the UE an RRC Connection Reconfiguration message including the CPC configurations which contain SN Counters. The UE stores the CPC configurations and sets the CounterselectiveSCG to ‘0’.
5. The UE starts evaluating the execution conditions.
6-9. When UE accesses to SN;
i) If the SN has not been connected to the UE before, the UE uses the SN counter that MN sent for the SN.
ii) If the SN was connected to the UE before, the UE additionally uses CounterselectiveSCG to calculate KSN for CPC, and monotonically increments the CounterselectiveSCG for each additional calculated KSN for CPC. The UE sends the CounterselectiveSCG used for the key derivation to the MN. MN derives the new KSN’ using the received CounterselectiveSCG, SN counter and the KNG-RAN and delivers it to the SN. 
As an example, MN generates KSN1, KSN2, and KSN3 using SN Counter 1, 2, and 3, respectively. MN sends the keys to each SN and SN Counters (1, 2, and 3) to UE. The UE sets the CounterselectiveSCG to ‘0’ when new KNG-RAN is established. When the UE connects to SN1 for the first time, UE uses SN counter 1 to generate KSN1, as specified in TS 33.501. After UE switches back to SN1 from SN2 or SN3, the UE uses SN Counter 1 and CounterselectiveSCG (i.e., 0) to generate a new KSN and increases CounterselectiveSCG by 1 (i.e., CounterselectiveSCG =1). UE sends the used CounterselectiveSCG to MN in RRC Connection Reconfiguration Complete message.
4
Proposal
All candidate solutions (multiple SN counters, horizontal key derivation, and UE managed counter) have impact on UE, MN, and SN, which means that UE, MN, and SN should be updated to support selective SCG activation.
Hence, it is proposed to consider the aforementioned solution proposal, counter managed by UE, for selective SCG activation to make sure that when UE switches back to the same SN, same S-KgNB shall not be used.
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