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[bookmark: _Toc42177161][bookmark: _Toc42179514][bookmark: _Toc42246787][bookmark: _Toc51245720][bookmark: _Toc98841213]*** 1st CHANGE ***
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 23.501: "System Architecture for the 5G System".
[4]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[5]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
[6]	IETF RFC 7542: "The Network Access Identifier".
[7]	3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)".
[8]	Void
[9]	3GPP TS 23.003: "Numbering, addressing and identification".
[10]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[11]	3GPP TS 29.503: "5G System; Unified Data Management Services ".
[XX]	IETF RFC 8613: "Object Security for Constrained RESTful Environments (OSCORE)"
[XY]	IETF RFC 7252: "The Constrained Application Protocol (CoAP)"
[XZ]	IETF RFC 8949: "Concise Binary Object Representation (CBOR)"
[XW]	IETF RFC 8152: "CBOR Object Signing and Encryption (COSE)"
[ZZ]	IETF RFC 5869: "HMAC-based Extract-and-Expand Key Derivation Function (HKDF)"

*** 2nd CHANGE ***
[bookmark: _Toc129960197]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
A-KID	AKMA Key IDentifier
A-TID	AKMA Temporary UE IDentifier
AAnF	AKMA Anchor Function
AF	Application Function
AF_ID	AF Identifier
AKMA	Authentication and Key Management for Applications
AMF	Access and Mobility Management Function
AUSF	AUthentication Server Function
CBOR	Concise Binary Object Representation
CoAP	Constrained Application Protocol
KAF	AKMA Application Key
KAKMA	AKMA Anchor Key
KDF	Key Derivation Function
NEF	Network Exposure Function
OSCORE	Object Security for Constrained RESTful Environments
RID	Routing InDicator
UDM	Unified Data Management

*** 3rd CHANGE ***
Annex Y (normative): Ua* security protocol: Object Security for Constrained RESTful Environments (OSCORE) 
Y.1	General
This annex describes how to secure access to an AF using Object Security for Constrained RESTful Environments (OSCORE) [XX]. OSCORE is a lightweight security protocol protecting REST-based communication, designed for use with the Constrained Application Protocol (CoAP) [XY]. OSCORE protects the CoAP payload and REST parameters such as URI path, media type and method (GET, PUT, POST, DELETE, etc.) but is independent of transport, which makes it suitable for securing application data across gateways and with interchanging transport. OSCORE, like CoAP, is designed for proxy operations to support constrained devices e.g. sleeping for long times to save power. OSCORE may be used instead of or in addition to security protocols at other layers, e.g. transport layer security between the core network and AF.
In the context of the AKMA Ua* protocol specified here, the UE is assumed to be CoAP Client and the AF is assumed to be CoAP Server. Figure Y.1-1 shows a network model of the OSCORE Ua* protocol.


Figure Y.1-1: Network model of OSCORE in the context of AKMA
Y.2	Requirements
Y.2.1	General
This Annex covers the aspects specific to the AKMA Ua* protocol based on OSCORE. This feature is optional to be supported for the UE and AF. If the feature is supported, the following clauses apply.
Y.2.2	Requirements on the UE
To utilise AKMA as described in this document the UE shall be equipped with an CoAP capable client implementing the particular features of AKMA as specified in this document. 
Y.2.3	Requirements on the AF
To utilise AKMA as described in this document the AF shall support the features of AKMA as specified in this document.
Y.2.4	Requirements on the OSCORE
The requirements for OSCORE are described in IETF RFC 6813 [XX]. OSCORE derives keys using an HMAC-based key derivation function (HKDF), and protects the communication using an authenticated encryption with additional data (AEAD) algorithm. The AEAD algorithm AES-CCM-16-64-128 defined in the IETF RFC 8152 [XW] with 128-bit key, 13-byte nonce, and 64-bit tag is mandatory to implement, as is HKDF with SHA-256. Other algorithms may be specified in the optional OSC-INP parameter.
Y.3	IETF OSCORE as an AKMA Ua* protocol
Y.3.1	General
The IETF OSCORE an AKMA Ua* protocol is specified in this clause by providing the details about the procedures, the OSCORE security context and how it is related to the AKMA KAF and the encoding of OSCORE messages using IETF CBOR specified in IETF RFC 8949 [XZ]. 
Y.3.2	Procedures 
This section explains how the procedures specified in this document have to be enhanced when IETF OSCORE is used as a Ua* protocol between a UE and an AF. The following gives the complementary description with respect to the procedure specified in clause 6.2. In the text below, the CoAP Client is assumed to be an application on the UE. 
The procedure to establish OSCORE protected communication is shown in Figure Y.3.2-1 and includes the following steps:
1)	The CoAP Client (UE) shall send a CoAP request to the AF. This is the Application Session Establishment Request in Step 1 in clause 6.2. The CoAP request shall consist of the following:
i)	CoAP Method: POST
ii)	URI of the AKMA resource on the AF. The URI shall have the format of <AF_IP_or_FQDN>/akma, where AF_IP_or_FQDN indicates the IP address or the FQDN of the host that hosts the AF. 
NOTE 1: It is assumed that the AF IP address or FQDN is already provisioned to the UE for AKMA purposes.  
iii)	Payload: CoAP Security protocol identifer, A-KID, N1, AF-SID, ?OSC-INP 
	The parameter CoAP Security protocol identifier is an octet that identifies the security protocol used for the CoAP transfer layer. In the case of OSCORE this parameter shall take the value of "01".  
NOTE 2:	The parameter "CoAP Security protocol identifier" is used for distinguishing between different security protocols used in conjuction with CoAP. OSCORE is on one such protocol and others can potentially be introduced in the future.
	The parameters N1, AF-SID and ?OSC-INP are specific to OSCORE. N1 is a nonce sent by the UE to the AF. The AF-SID is the OSCORE Sender Identifier for the AF and it is an identifier generated by the UE to enable short locally unique identifiers. The parameter "?OSC-INP" is an optional parameter denoting any additional OSCORE input provided by the UE to the AF.
2)	 Steps 2-4 of clause 6.2 in this specification
3)	The CoAP Server (AF) shall respond to the CoAP Client (UE) with a CoAP response. This is the Application Session Establishment Response in Step 5 in clause 6.2. The response shall have the following content:
i)	Response Code: "Created"
ii)	Payload: N2, UE-SID
	The parameters N2, UE-SID are specific to OSCORE. N2 is a nonce sent by the AF to the UE. The UE-SID is the OSCORE Sender Identifier for the UE and it is an identifier generated by the AF to enable short locally unique identifiers.
4a-4b)	The UE and the AF shall derive the OSCORE security context specified in clause Y.3.3. 
5-6)	The UE and AF proceed using protected OSCORE requests/responses.


Figure Y.3.2-1: OSCORE Ua* protocol
Y.3.3	OSCORE Security context
The OSCORE security context consists of the following parts: 
-	OSCORE Master Secret (OMS): A shared key between the CoAP Client and CoAP Server. 
-	Master Salt: A shared salt shared between the CoAP Client and CoAP Server.
-	UE-SID: The UE Sender Identifier
-	AF-SID: The AF Sender Identifier
-	OSCORE Version: The version of the OSCORE protocol
-	HKDF: HMAC-based Key Derivation Function
-	AEAD Algorithm: The algorithm used for encryption and integirty protection
-	OSCORE ID Context: An identifier which identifies the OSCORE context

The OSCORE security context for the OSCORE profile of Ua* shall have the following values:
-	OMS = OSCORE Master Secret = HKDF(KAF, "AKMA-OSCORE") 
-	Master Salt = Request Payload | Response Payload 
-	UE Sender ID = UE-SID generated by CoAP Server and sent to the CoAP Client in the Application Session Establishment Response (Step 3 in clause Y.3.2)
-	AF Sender ID = AF-SID generated by CoAP Client and sent to the CoAP Server in the Application Session Establishment Request(Step 1 in clause Y.3.2)
	where HKDF shall be the HMAC-based Key Derivation Function specified in IETF RFC 5869 [ZZ]
The other OSCORE parameters in the OSCORE security context shall have default values unless superseded by the optional parameter OSC-INP provided by the CoAP Client in Step 1 in clause Y.3.2. The default values of the rest of the OSCORE parameters in the OSCORE security context are:
-	OSCORE Version: default version 1
-	HKDF: default HKDF with SHA-256
-	AEAD Algorithm: default AES-CCM-16-64-128
-	OSCORE ID Context: default nil

Y.3.4	Refresh of OSCORE key material
OSCORE allows both the communication endpoints (UE or AF) to renegotiate the OSCORE security context after the OSCORE security context is established, according to Appendix B.2 in IETF RFC 8613 [XX], which is shown in the figure Y.3.4-1, Step 1. 
Moreover even if KAF remains constant upon a new application session establishment (Step 1 in clause Y.3.2) or a renegotiation of the OSCORE key material, the nonces N1, N2, used in OSCORE security context shall be (stochastically) different from the previous OSCORE security context negotiation to ensure that the OSCORE security context is different.


Figure Y.3.4-1: OSCORE key refresh 

Y.3.5	OSCORE Ua* protocol payload encoding 
IETF CoAP and OSCORE shall use the IETF Concise Binary Object Representation (CBOR) specified in the IETF RFC 8949 [XZ] for payload encoding for efficient information transfer between constrained IoT devices. 
The CoAP media type for CBOR encoding shall be:
-	Media Type: application/cbor
-	CoAP Content-Format: 60
The Request Payload in the Application Session Request shall be formatted as a CBOR Array as follows:
Request Payload = [
A-KID : bstr,
      N1 : bstr, 
      AF-SID : bstr, 
      ? OSC-INP: bstr
]
A-KID = [
     RID : tstr,
     A-TID : bstr,
     HPLMN-ID : tstr
]
OSC-INP = {           ; CBOR Map
      ? 1 => int,	   ; version 
      ? 3 => int,	   ; hkdf 
      ? 4 => int,   ; alg 
      ? 5 => bstr, ; salt 
      ? 6 => bstr 	; contextId
}
The Response Payload in the Application Session Response shall be formatted as a CBOR Array as follows:
Reponse Payload = [         ; CBOR Array
	N2 : bstr, 
	UE-SID : bstr
]

*** END OF CHANGES ***

image1.emf
AF UE

CoAP Client

CoAP Server

AKMA Application Session Establishment

OSCORE protected Request/Response


Microsoft_Visio_2003-2010_Drawing.vsd
AF


UE


CoAP Client


CoAP Server


AKMA Application Session Establishment


OSCORE protected Request/Response



image2.emf
Pre-requisite

AUSF AAnF AF UE

Primary authentication and establishment of K

AKMA

1. CoAP request (A-KID, OSCORE parameters)

2. Steps 2-4 from clause 6.2 in this specification

5. OSCORE protected request

4a. Derive OSCORE 

Security Context

4b. Derive OSCORE 

Security Context


Microsoft_Visio_2003-2010_Drawing1.vsd
AUSF


AAnF


AF


UE


Primary authentication and establishment of KAKMA


Pre-requisite


1. CoAP request (A-KID, OSCORE parameters)


2. Steps 2-4 from clause 6.2 in this specification


3. CoAP response (OSCORE parameters)


5. OSCORE protected request


6. OSCORE protected response


4a. Derive OSCORE Security Context


4b. Derive OSCORE Security Context



image3.emf
AAnF AF UE

0. OSCORE Security 

Context

0. OSCORE Security 

Context

1. OSCORE session key refresh 


Microsoft_Visio_2003-2010_Drawing2.vsd
AAnF


AF


UE


0. OSCORE Security Context


0. OSCORE Security Context


1. OSCORE session key refresh 



