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1
Decision/action requested

SA3 is kindly asked to approve the new solution for KI #2.7 of 3GPP TR 33.739.
2
References

[1]
3GPP TR 33.739 v0.7.0: "Study on security enhancement of support for edge computing phase 2"
3
Rationale

This pCR tries to add a new solution for key issue 2.7 of TR 33.739 [1]
4
Detailed proposal
*************** Start of the Change ****************
6.X
Solution #Y: KDF based verification of EEC provided IP address 
6.X.1
Solution overview

This solution leverages the BSF to address key issue #2.7. 
In specific, according to clause 4.15.10 and clause 5.2.13 of TS 23.502 [9], BSF maintains the mapping relationship between the IP address and the SUPI.To generate verification information, the IP address and the SUPI are set as the inputs of the KDF. The output of the KDF is set as the verification information that enables BSF to detect IP address spoofing attack.
6.X.2
Solution details
It is assumed that the BSF generates the network side verification information based on the locally stored IP address and SUPI of the UE.
Step 1. EEC/UE sends the UE's IP address and the verification information to the EES directly or via the EAS. The verification information is generated based on the IP address and the SUPI of the UE. In specific, the IP address and the SUPI of the UE are set as the input of the KDF. And the output of the KDF is set as the verification information.
Step 2.  EES sends the UE's IP address and the verification information to the BSF via the NEF.

Step 3.  For the BSF side, if the network side verification information is not identical to the one provided by the EEC/UE, BSF sends the error message to EES to indicate the IP address spoofing attack.
6.X.3
Solution evaluation 
The benefits of this solution are given as follows.

This solution enables EES to detect the IP address spoofing attack via the BSF.

Since EES needs to leverage IP address to obtain AF-specific ID via BSF, the solution can be part of the existing AF-specific ID retrieving procedure.

This solution has impacts on UE/EEC, EES, NEF, and BSF.

UE/EEC and the BSF need to generate verification information based on the IP address and SUPI fo the UE.

The BSF needs to compare the network-side verification information to the one provided by the UE/EEC.

The BSF needs to send error message to EES via NEF if the verification is failed.

EES/NEF needs to transmit the verification message.
*************** End of the Change ****************
