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1
Decision/action requested

SA3 is kindly asked to approve the proposed new sol for KI#2 of TR 33.870
2
References

 [1]
3GPP TS 33.870 
Study of privacy of identifiers over radio access
3
Rationale

This pCR proposes to add a new solution for KI#2 of TR 33.870 [1].

4
Detailed proposal

***************Start of the Change ****************
6.A
Solution #A: C-RNTI encryption based high-priority user protection mechanism
6.A.1
Introduction 

This solution tries to partially address the KI#2.
The solution tries to mitigate the threat by decoupling the C-RNTI with the high-priority RRC establish cause. Specifically, the UE will use the encrypted C-RNTI to handle the message when the AS security is activated between UE and gNB. And the attacker cannot link the encrypted C-RNTI to a high-priority cause.
6.A.2
Solution details
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1a.If UE uses the high priority 

RRC establish cause, UE 

encrypts its C-RNTI.

0.The AS security is activated between gNB and UE.

2.The UE sends the message via the encrypted C-RNTI.

3.If UE uses the hight priority access 

cause, gNB leverages the encrypted C-

RNTI to process the message.

1b.If UE uses the high priority 

RRC establish cause, gNB 

encrypts the C-RNTI of the UE.


Figure 6.A.2-X A privacy protection mechanism for high priority users
Step 0. It is assumed that the UE and gNB have activated the AS security. Therefore, the UE and gNB share the same KgNB.
Step 1. If the UE uses the high-priority RRC establish cause, the UE leverages the KgNB to encrypt the C-RNTI.

If the UE uses the high-priority RRC establish cause, the gNB leverages the KgNB to encrypt the C-RNTI. 

And the C-RNTI is replaced by the encrypted C-RNTI. 
Step 2. The UE leverages the encrypted C-RNTI to scramble the message, which needs to be sent to the gNB.

Step 3. If the UE uses the high-priority RRC establish cause, the gNB leverages the encrypted C-RNTI to de-scramble the message. If the message cannot be correctly handled by the encrypted C-RNTI, the gNB will not keep handling the message.
6.A.3
Evaluation

TBD
***************End of the Change ****************
UE
gNB
1a.If UE uses the high priority RRC establish cause, UE encrypts its C-RNTI.
0.The AS security is activated between gNB and UE.
2.The UE sends the message via the encrypted C-RNTI.
3.If UE uses the hight priority access cause, gNB leverages the encrypted C-RNTI to process the message.
1b.If UE uses the high priority RRC establish cause, gNB encrypts the C-RNTI of the UE.



