

	
[bookmark: _GoBack]3GPP TSG-SA3 Meeting #111 	S3-232976
[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]Berlin, Germany, 22 -26 May 2023

Source:	Xiaomi
Title:	Security requirement for UE-to-UE Relay communication
Document for:	Approval
Agenda Item:	4.25
1	Decision/action requested
This contribution proposes to add the security requirement for UE-to-UE Relay communication in TS 33.503.
2	References
[1]	TS 33.503 v17.0.0		Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)
3	Rationale
This pCR proposes to add the security requirements in TS 33.503 [1] for UE-to-UE Relay communication.
4	Detailed proposal
*************** Start of the Change ****************
6.6.2	Security requirements
Editor’s Note: This clause describes the security requirements for 5G ProSe UE-to-UE Relay Communication.
The following security requirements apply to both 5G ProSe Layer-3 UE-to-UE Relay and 5G ProSe Layer-2 UE-to-UE Relay:
-	The 5G System shall support the authorization of the UE as a 5G ProSe UE-to-UE Relay in the 5G ProSe UE-to-UE Relay scenario.
-	The 5G System shall support the authorization of the UE as a 5G ProSe End UE in the 5G ProSe UE‑to‑UE Relay scenario.
-	The 5G System shall support confidentiality protection, integrity protection and privacy protection for secure communication between the 5G ProSe End UEs via 5G ProSe UE-to-UE Relays.
-	The PCF shall be able to provision the PC5 security policies to the 5G ProSe End UE and 5G ProSe UE-to-UE Relay per Relay Service Code during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 
-	The 5G Prose End UE shall support to establish a PC5 link via 5G Prose UE-to-UE Relay, with or without the network assistance.
-	The 5G ProSe End UE shall establish a different PC5 security context with each different 5G ProSe UE-to-UE Relay and for each different Relay Service Code.

*************** End of the Change ****************

