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1
Decision/action requested

SA3 is kindly asked to approve the proposed security procedure for direct communication without long term credentials in TS 33.533.
2
References

[1]


TR 33.893 v0.7.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
[2]
TS 33.533 v0.0.0

Security aspects of ranging based services and sidelink positioning
3
Rationale

Based on the conclusions made on key issue #4 in TR 33.893 [1] for unicast communication security, this pCR proposes to add the security procedure in TS 33.533 [2] for direct communication without long term credentials.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.x.c
Security procedure for unicast direct communication over RSPP between UEs
6.x.c.y
Unicast direct communication without long term credentials
If long term credentials are not available on the UE, the network shall support key management for unicast direct communication, in the similar way as the security procedures defined for 5G ProSe UE-to-Network Relay communication in clause 6.3.3 of TS 33.503 [x]. The SLPKMF is used to generate and manage the keys for secure unicast direct communication of Ranging/SL Positioning services. Once a UE (UE-1) receives a request to start Ranging/SL positioning with another UE (UE-2), UE-1 can request a SL Positioning Key (SLPK) from its SLPKMF to be used as a root key for security establishment.
1~3.
UE-1 is triggered by a Ranging/SL Positioning service request message sent from a 5GC NF via the AMF, which selects the LMF to trigger UE-1 to perform Ranging/SL positioning with UE-2. The request message contains UE-1 ID and UE-2 ID.

4.
Upon receiving the Ranging/SL positioning service request from the LMF, UE-1 sends a SL Positioning (SLP) Key Request to its SLPKMF. The message indicates that UE-1 is requesting a SLPK. If UE-1 already has obtained a SLPK from the SLPKMF previously, the message also contains the ID of the SLPK.
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Figure 6.x.c.y-1:
Procedure of Direct Communication Security without Long Term Credentials
5.
The SLPKMF checks whether UE-1 is authorized to use Ranging/SL Positioning service. If authorized, the SLPKMF sends a SLPK and SLPK ID to UE-1.

NOTE x:
The details of the generation of SLPK and SLPK ID are up to SLPKMF implementation.
6.
The discovery procedure is performed between UE-1 and UE-2. This step can also be performed after step #3.
7.
UE-1 sends a Direct Communication Request (DCR) to UE-2 that contains the SLPK ID, Service ID, and KSLP nonce 1.

NOTE y:
If UE-1 does not have a valid SLPK, UE-1 shall redo step #4 to request a new SLPK and SLPK ID before sending the DCR message.

Editor’s Note: the Service ID included in the DCR message is to be aligned with the corresponding identifier defined in SA2.

8.
UE-2 sends a SLP Key Request message to its SLPKMF that contains SLPK ID, Service ID and KSLP nonce 1. 

9.
The SLPKMF of UE-2 checks if UE-2 is authorized to use the Ranging/SL positioning service indicated by the Service ID. If authorized, the SLPKMF of UE-2 sends the SLP Key Request with the SLPK ID to the SLPKMF of UE-1.

10.
The SLPKMF of UE-1 shall check if UE-1 is authorized to use the Ranging/SL positioning service after receiving the SLP Key request from the SLPKMF of UE-2. The authorization check shall be based on the SLPK ID and Service ID included in the SLP Key Request message.
Upon successful authorization, the SLPKMF of UE-1 generates KSLP nonce 2 and derive KSLP using the SLPK identified by SLPK ID, Service ID, KSLP nonce 1 and KSLP nonce 2. Then, the SLPKMF of UE-1 returns to the SLPKMF of UE-2 a SLP Key Response message which contains KSLP and KSLP nonce 2. 

11.
The SLPKMF of UE-2 returns to UE-2 the SLP Key Response message containing KSLP, KSLP nonce 2, etc.

12.
UE-2 derives the session key (KSLP-SESS) from KSLP and then derive the confidentiality key (SLPEK) (if applicable) and integrity key (SLPIK), and then sends a Direct Security Mode Command message including the KSLP nonce 2 to UE-1.

13.
When receiving KSLP nonce 2, UE-1 derives KSLP using the SLPK, Sevice ID, KSLP nonce 1 and KSLP nonce 2. Then UE-1 derives the session key (KSLP-SESS) from KSLP and then derive the confidentiality key (SLPEK) (if applicable) and integrity key (SLPIK), and responds with a Direct Security Mode Complete message to UE-2 protected by SLPIK and SLPEK (if derived).

14.
UE-2 responds a Direct Communication Accept message to UE-1 to complete the establishment of direct communication.

15.
UE-1, UE-2 and the network proceeds the rest of the procedure.
*************** Start of the 2nd Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".

*************** End of the Changes ****************
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