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1
Decision/action requested

SA3 is kindly asked to approve the proposed procedure of UE role authorization by the network in TS 33.533.
2
References

[1]


TR 33.893 v0.7.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
[2]
TS 33.533 v0.0.0

Security aspects of ranging based services and sidelink positioning
3
Rationale

Based on the conclusions made on key issue #2 in TR 33.893 [1] for authorization for Ranging/SL positioning services, this pCR proposes the procedure of UE role authorization by the network during discovery in TS 33.533 [2].
4
Detailed proposal

*************** Start of the 1st Change ****************

6
Security for Ranging/SL positioning features
6.1
General
Editor's Note: This clause introduces the new clause and the specific contents to be included in next sub-clauses. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with new sub-clauses. 

6.2
Security for Ranging/SL positioning discovery

Editor's Note: This sub-clause introduces the security requirements and procedures for protecting Ranging/SL positioning discovery. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with further sub-clauses. 

6.3
Authorization for Ranging/SL positioning service

Editor's Note: This sub-clause introduces the security requirements and procedures for authorizing the elements (including the UE, application server, network functions) involved in Ranging/SL positioning services. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with further sub-clauses. 

Editor's Note: This sub-clause may be subject to adjustment of the document structure pending on procedure discussion. 

6.3.x
Procedure for UE role authorization by the network
According to TS 23.586 [x] clause 5.2, the role of the UE is included in discovery messages for 5G ProSe capable UEs and included in unicast link establishment messages for V2X capable UEs. Beforing claiming its role in the discovery message or unicast link establishment message to the other UE(s), the role of the claiming UE shall be authorized by the network. The authorization can be performed during the security procedure for Ranging/SL positioning UE discovery. Only after successful authorization of the UE’s role, the network will then generate and provision discovery security materials to the UE.
The authorization information used to check whether the UE is allowed to act the claimed role in a Ranging/SL positioning service can be included in UE subscription data as specified in clause 5.8 of TS 23.586 [x] or be configured in the Ranging/SL Positioning Application Server. That means, both the UDM and the Ranging/SL Positioning Application Server can be the function for authorizing the UE’s role for Ranging/SL positioning service.
Authorization of the Role of the UE during Discovery – Model A
Steps #1~#5 refer to an Announcing UE (A-UE):

1.
A-UE sends a Discovery Key Request message including the service identifier and the role(s) it wants to act in the requested service. 

2.
The 5G DDNMF/SLPKMF of A-UE sends an Authorization Request to the Application Server or the UDM of A-UE for announcing authorization, which contains the service identifier and the UE’s role(s) received from A-UE.

3.
The Application Server or the UDM of A-UE checks against A-UE’s authorization information to determine whether A-UE is allowed to act the role(s) in the requested service. 

4.
If the authorization is successful, the Application Server or the UDM returns to the 5G DDNMF/SLPKMF an Authorization Response containing the authorized role(s) of A-UE. Otherwise, the Application Server or the UDM returns an Authorization Response with a failure cause.
5.
When receiving successful authorization result, the 5G DDNMF/SLPKMF of A-UE generates discovery security materials. The 5G DDNMF/SLPKMF of A-UE includes the authorized role(s) of A-UE together with the discovery security materials in the Discovery Key Response. When receiving failed authorization result, the 5G DDNMF/SLPKMF of the A-UE does not generate discovery security materials and rejects the Discovery Key Request from the A-UE.
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Figure 6.3.x-1:
Authorization of the UE Role during Discovery – Model A
Steps #6~#15 refer to a Monitoring UE (M-UE):

6.
M-UE sends a Discovery Key Request message including the service identifier and the role(s) it wants to act in the requested service.

7.
The SLPKMF of M-UE sends an Authorization Request to the Application Server or the UDM of M-UE for monitoring authorization, which contains the service identifier and the UE’s role(s) received from M-UE.
8.
The Application Server or the UDM of M-UE checks against M-UE’s authorization information to determine whether M-UE is allowed to act the role(s) in the requested service. 

9.
If the authorization is successful, the Application Server or the UDM returns to the SLPKMF an Authorization Response containing the authorized role(s) of M-UE. Otherwise, the Application Server or the UDM returns an Authorization Response with a failure cause.

10.
When receiving successful authorization result, the SLPKMF of M-UE contacts the SLPKMF of A-UE by sending a Monitor Request message. 

11.
The SLPKMF of A-UE sends an Authorization Request to the Application Server or the UDM, which contains the service identifier and the authorized roles of both M-UE and A-UE.

12.
The Application Server or the UDM checks whether the authorized roles of M-UE and A-UE match in the requested service (e.g. whether the roles are Target UE and Located UE for a network assisted SL positioning service). 

13.
The Application Server or the UDM returns an Authorization Response indicating whether the authorization is successful.

14.
When receiving successful authorization result, the SLPKMF of A-UE responds to the SLPKMF of M-UE with a Monitor Response message including the discovery security materials. When receiving failed authorization result, the SLPKMF of A-UE rejects the Monitor Request from the SLPKMF of M-UE and the following steps are not performed.

15.
The SLPKMF of M-UE returns the discovery security material along with the authorized role(s) of M-UE in the Discovery Response. 

Steps #16~#18 occur over PC5:

16.
A-UE starts announcing. A-UE forms the announcement message containing the authorized role of A-UE and protects it with the discovery security materials. 

17.
M-UE receives and verifies the announcement message with the discovery security materials. 

18.
M-UE determines whether the role of A-UE claimed in the announcement message is the role it monitors for (e.g. if the claimed role of A-UE is SL Reference UE, then M-UE acting as a Target UE is a match).

Authorization of the Role of the UE during Ranging Discovery – Model B

Steps #1~#15 are the same as the corresponding steps in the procedure for Model A.

Steps #16~#18 occur over PC5:

16.
The discoverer (R-UE) forms the solicitation message containing the authorized role of the discoverer and expected role of discoveree, and protects them with the discovery security materials.

17.
The discoveree (E-UE) receives and verifies the message with the discovery security materials. Then E-UE first checkes whether the expected role of discoveree in the soliciteation message matches its own role. E-UE further checks whether the claimed role of the discoverer in the solicitation message is the role it monitors for (e.g. if the role of the discoverer is Target UE, then the discoveree acting as a Located UE is a match).

18.
The discoveree returns a response message, which contains its own authorized role matching the expected role of discoveree.
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Figure 6.3.x-2:
Authorization of the UE Role during Discovery – Model B

*************** Start of the 2nd Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.586: "Architectural Enhancements to support Ranging based services and Sidelink Positioning".

*************** End of the Changes ****************
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