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1	Decision/action requested
This contribution proposes to add the security procedure for Ranging/SL Positioning discovery of V2X capable UEs in TS 33.533.
2	References
[1]			TR 33.893 v0.7.0		Study on Security Aspects of Ranging Based Services and Sidelink Positioning
[2]	TS 33.533 v0.0.0		Security aspects of ranging based services and sidelink positioning
3	Rationale
Based on the conclusions made on key issue #3 in TR 33.893 [1] for discovery protection, this pCR proposes to add the security procedures in TS 33.533 [2] for Ranging/SL positioning discovery of V2X capable UEs.
4	Detailed proposal
[bookmark: _Toc131515741]*************** Start of the 1st Change ****************
[bookmark: _Toc131515736]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
*************** Start of the 2nd Change ****************
[bookmark: _Toc131515749]6.2	Security for Ranging/SL positioning discovery
Editor's Note: This sub-clause introduces the security requirements and procedures for protecting Ranging/SL positioning discovery. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with further sub-clauses. 
6.2.x	Security procedure for V2X capable UEs
The discovery key request/response messages defined in clause 6.1.3.2 of TS 33.503 [x] can be reused for V2X capable UEs to obtain the discovery security materials for protecting broadcasted DCR message for Ranging/SL Positioning.
The main difference is that SLPKMF (rather than 5G DDNMF/PKMF) is used to provision discovery security materials to V2X capable UEs for Ranging/SL Positioning UE discovery.
The broadcasted DCR message shall be integrity protected by reusing the MIC calculation method defined in A.9 of TS 33.503 [x].
The privacy sensitive information (e.g. Application Layer ID of the discovering UE, Application Layer ID of the to-be-discovered UE(s), UE roles, etc.) in the DCR message may be confidentiality protected.
Editor’s Note: The method for confidentiality keystream calculation for privacy information in DCR message is FFS.
*************** End of the Change ****************

