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1
Decision/action requested

SA3 is kindly asked to approve the proposed conclusions on privacy during discovery for key issue #1 in TR 33.893.
2
References

[1]
TR 33.893 v0.7.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

This pCR proposes the conclusions on privacy protection during discovery for key issue #1 of TR 33.893 [1].
4
Detailed proposal

*************** Start of the Change ****************

7.1
Conclusions on Key Issue #1

To protect UE privacy of Ranging/SL Positioning services, the following conclusions are made:

-
For privacy protection during discovery: 

-
The discovery security materials provisioned during the Discovery Key Request procedure are used to protect the privacy sensitive information (e.g. UE identity) in the discovery messages.
-
The ciphering algorithm for message-specific confidentiality is configured at the UE during the Discovery Key Request procedure.
NOTE:
whether the message-specific confidentiality mechanisms specified in clause A.7 of TS 33.503 [6] can be reused for Ranging/SL positioning services is to be determined during normative work.

-
For privacy protection during communication: 

-
For unicast direct communication over SR5 reference point, security policy configuration for confidentiality protection is used as the basis for normative work.

-
For Ranging/SL positioning result exposure to a Client UE over PC5, the method of PC5-U security policy setting for confidentiality protection (as defined for ProSe/V2X services) is used.

-
For Ranging/SL positioning result exposure to a Client UE over Uu using enhanced MO-LR procedure, NAS security for confidentiality protection is used.

Editor’s Note: Conclusion for non-trackability is FFS.


*************** End of the Change ****************
