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Decision/action requested
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Rationale

Remove the following EN:

Editor’s Note: What triggers the LMF to generate and send the ciphering key is FFS.
Reason: Add following text in step1:

What triggers the LMF to generate and send the ciphering and/or integrity keys is out of scope of present document.
Remove the following EN:

Editor’s Note: The assistant data broadcasted by the UE may not be from the LMF. The necessity of the LMF being involved in the security procedure is FFS.
Reason:

In clause 6.8 of TS 23.586, there is following description:

Either UE-only Operation or Network-based Operation is applied in the Ranging/Sidelink Positioning control procedures.
UE-only Operation as specified in this clause is applied for the following cases:

· Neither Target UE nor Reference UE is served by NG-RAN

· No Ranging/Sidelink Positioning capable LMF is available in the 5GC network

Editor’s Note: It is FFS whether and how LMF can indicate using “UE-only” operation to Target UE.

For any other cases, Network-based Operation as specified in clause 6.x and 6.y of TS 23.273[8] is applied.

It means that LMF is used when UEs are in coverage. Therefore, the EN is removed without adding any additional text.
Remove the following EN:

Editor’s Note: With this solution, a UE only allowed to receive broadcast message can also send fake broadcast message. It is FFS how to prevent the receiving UE from sending fake broadcast messages.
Reason: Propose to add following NOTE:
NOTE 5:
This solution is based on symmetric algorithm, so it cannot avoid various problems caused by symmetric cryptographic algorithms, such as the receiver being able to imitate the sender sending data.
Remove the following EN:

Editor’s Note: Further evaluation is FFS.
This solution reuse the broadcast protection key provision mechanism defined in clause 6.14.2 of TS 23.273 [9] for provisioning broadcast protection keys to the Target/Reference UEs when the UEs broadcast/receive Sidelink Positioning data in coverage scenario. The only difference is that this solution also provide integrity key. Therefore, this solution is workable.

4
Detailed proposal
*** BEGIN CHANGES ***
6.22
Solution #22: Protection of broadcast Sidelink Positioning data in coverage scenario
6.22.1
Introduction 

This solution addresses Key issue #5: Protection of groupcast/broadcast.
The solution proposes a procedure of provisioning broadcast protection keys to Target/Reference UEs when the UEs broadcast/receive Sidelink Positioning data in coverage scenario.
This solution proposes to reuse the broadcast protection key provision mechanism defined in clause 6.14.2 of TS 23.273 [9] for provisioning broadcast protection keys to the Target/Reference UEs when the UEs broadcast/receive Sidelink Positioning data in coverage scenario.
The key provision procedure is protected by the NAS security.
The Target/Reference UE needs to obtain the broadcast protection keys from its HPLMN's AMF and LMF. How to synchronize keys between different LMFs is not addressed by this solution.
6.22.2
Solution details

The broadcast protection key provision procedure is shown in the following figure.
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Figure 6.22.2-1: Procedure of protecting broadcast Sidelink Positioning data in coverage scenario
1.
The LMF invokes the Nlmf_Broadcast_CipheringKeyData Notify service operation towards the AMF carrying one or more SL Positioning broadcast Encryption Key (SPEK) and Integrity Key (SPIK), which are specified with key value, key identifier, validity period, a set of applicable tracking areas and a set of applicable types of SL positioning broadcast data. What triggers the LMF to generate and send the ciphering and/or integrity keys is out of scope of present document.
NOTE 1:
The LMF may send new ciphering and/or integrity keys (SPEK and/or SPIK) to the AMF at a time T1 if this will start to be used to cipher SL positioning broadcast data at a later time T2 (e.g. will replace a previous ciphering keys which expire at time T2). The value of (T2 - T1) should exceed the longest periodic registration timer of any UE subscribed to receive ciphering keys to ensure that periodic registration can be used to request new ciphering keys as described in NOTE 2.



2.
The AMF stores the ciphering and/or integrity keys including the validity periods, applicable tracking areas and the types of applicable SL positioning broadcast data.

3.
The Target/Reference UE sends a Registration Request to the AMF. The Registration Request may be sent as part of normal mobility management, A Registration Request may also be sent specifically to request and obtain SL positioning broadcast ciphering and/or integrity keys. The UE includes in the Registration Request an indication that SL positioning broadcast ciphering and/or integrity keys are requested. Other details of the Registration Request are as defined in TS 23.502 [15].
NOTE 2:
A UE should request new SL positioning broadcast ciphering and/or integrity keys using a Registration Request caused by periodic registration if the remaining validity period for one or more SL positioning broadcast ciphering and/or integrity keys received earlier by the UE is less than the periodic registration timer value. This can help avoid all UEs initiating a Registration procedure at the same time to obtain new ciphering and/or integrity keys when a validity period for a ciphering and/or integrity key is about to expire. A UE should also request new ciphering and/or integrity keys for a Registration Request caused by entering a new tracking area if previous ciphering and/or integrity keys are not applicable to the new tracking area.
4.
The AMF returns a Registration Accept to the Target UE. If the Target UE is subscribed to receive ciphered SL positioning broadcast data, the AMF includes in the Registration Accept one or more SL positioning broadcast ciphering and/or integrity keys applicable to the current tracking area for the UE. The AMF also includes for each ciphering and/or integrity key the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of SL positioning broadcast data.

NOTE 3:
The AMF does not need to keep a record of SL positioning broadcast ciphering and/or integrity keys delivered to a UE and may instead send all SL positioning broadcast ciphering and/or integrity keys stored at step 2 that are applicable to the current tracking area, for which the UE has a subscription and whose validity period has not yet expired.
NOTE 4:
A UE that receives no ciphering keys in response to a request for ciphering keys may assume that the UE does not have a subscription to receive ciphering keys in the serving PLMN.

5.
The Reference UE sends the ciphered SL positioning broadcast data to the UE. The Target UE may start to use each SL positioning broadcast ciphering and/or integrity key to decipher SL positioning broadcast data once the validity period for the ciphering and/or integrity key has started and if the UE is currently in an applicable tracking area. The UE shall cease using a SL positioning broadcast ciphering and/or integrity key when entering a tracking area not applicable to the SL positioning broadcast ciphering and/or integrity key. The UE shall cease using and shall delete a SL positioning broadcast ciphering and/or integrity key when the validity period for the SL positioning broadcast ciphering and/or integrity key has expired.
How to protect the confidentiality and integrity of broadcast messages is out of the scope of this solution.

6.
The AMF deletes all information for a SL positioning broadcast ciphering and/or integrity keys when the key validity period has expired.

NOTE 5:
This solution is based on symmetric algorithms, so it cannot avoid various problems caused by symmetric cryptographic algorithms, such as the receiver being able to imitate the sender sending data.
6.22.3
Evaluation

This solution addresses the key issue #5.

This solution proposes to reuse the broadcast key provision mechanism defined in TS 23.273 [9] for provisioning broadcast protection keys to the Target/Reference UEs when the UEs broadcast/receive Sidelink Positioning data in coverage scenario.
This solution does not address how to use ciphering and/or integrity keys to protect broadcast messages. For message protection issue, other solutions in this TR can be considered.

*** END OF CHANGES ***
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