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1	Decision/action requested
This pCR proposes to update Sol #21 of TR 33.893 
2	References
[14]	3GPP TS 33.303
3	Rationale
It is proposed to remove the following EN. 
Editor’s Note: How to serve these UEs subscribed with different operators is FFS.
The member UEs subscribed with different operators are provisioned with the same groupcast key material generated by the 5G PKMF serving the sending UE. The 5G PKMF serving the receiving UE leverages the interaction with the 5G PKMF serving the sending UE to obtain the groupcast key material.
A related note has been added, that “The detail of the interaction between the 5G PKMF serves the sending UE and the 5G PKMF serves the receiving UE for group key provisioning is to be decided in normative work.”
It is proposed to remove the following EN. 
Editor’s Note: Whether PDCP for LTE ProSe one-to-many communication can be used for 5G-capable/V2X-capable UEs is FFS.
A related note has been added, that “Whether the PDCP layer security for Prose one-to-many communication is applied for ranging/SL positioning needs to be coordinated with RAN2.”
It is proposed to remove the description of “The Group Identity and Group member identity are carried in the encrypted payload of PDCP packet, thus preventing the attacker to impersonate any UE in a specific group.” 
As specified in TS 33.303[14], the Group Identity and Group Member Identity are carried in layers below the PDCP layer. Since only the authorized UE is able to participate in the Rang/SL positioning groupcast communication, the member UE can be considered as trusted. Hence, we propose to retained the transmission of Group Identity and Group Member Identity.
It is proposed to add an evaluation for Sol #21.
4	Detailed proposal
********* Begin 1st change*********
[bookmark: _Toc133279812][bookmark: _Hlk131668227]6.21	Solution #21: Security of ranging/SL positioning groupcast communication
[bookmark: _Toc133279813]6.21.1	Introduction 
This solution addresses the security requirement of KI #1 and protects the ranging/SL positioning groupcast communication. This solution reuses the existing security mechanism of one-to-many ProSe direct communication defined in clause 6.2 of TS 33.303 [14] along with some modification to set up the security of ranging/SL positioning groupcast communication.
[bookmark: _Toc133279814]6.21.2	Solution details
This solution reuses the existing security mechanism of one-to-many ProSe direct communication defined in clause 6.2 of TS 33.303 [14] along with some modification to set up the security of ranging/SL positioning groupcast communication. 
The security for ranging/SL positioning establishment follows the procedure below: 
· Configuration: The UE participating in the groupcast communication and the PKMF should be pre-configured with the group information for the ranging/SL positioning service, e.g., the Group Identity information including the Group Identity and Group member identity.
· [bookmark: _Hlk131779633]The member UE and the PKMF should establish a security connection to transmit the key request message and key response message as specified in clause 5.2.5 of TS 33.503 [6]. The UE uses these messages to request keys for particular groups, while the PKMF uses these messages to provide the UE with its Group member identity and the security algorithms to use with the various groups. The Key Response message is used to transport the group security material from the PKMF to the UE, which contains PGK, identifier of the PGK, and the expiry time.
For roaming scenario, the PKMF in the HPLMN and VPLMN of the UE exchange the Key Request message and Key Response message to provision the member UE with the group security material.
· The sending UE should generate a PTK to further generate the PEK and PIK to protect the groupcast traffic between sending UE and receiving UE, the protection of traffic between UEs is specified in clause 6.2.3.6 of 33.303 [14].
· [bookmark: _Hlk134712168][bookmark: _Hlk134711566]The member UEs subscribed with different operators are provisioned with the same groupcast key material generated by the 5G PKMF serving the sending UE. The 5G PKMF serving the receiving UE leverages the interaction with the 5G PKMF serving the sending UE to obtain the groupcast key material.The Group Identity and Group member identity are carried in the encrypted payload of PDCP packet, thus preventing the attacker to impersonate any UE in a specific group.
NOTE 1: The detail of the interaction between the 5G PKMF serves the sending UE and the 5G PKMF serves the receiving UE for group key provisioning is to be decided in normative work.
NOTE 2: Whether the PDCP layer security for Prose one-to-many communication is applied for ranging/SL positioning needs to be coordinated with RAN2. 

[bookmark: _Hlk134711437]Editor’s Note: How to serve these UEs subscribed with different operators is FFS.
[bookmark: _Hlk134711701]Editor’s Note: Whether PDCP for LTE ProSe one-to-many communication can be used for 5G-capable/V2X-capable UEs is FFS.

********* End 1st change*********

********* Begin 2nd change********
[bookmark: _Toc133279815]6.21.3	Evaluation
This solution addresses the second security requirement in Key Issue #1 and the first requirement in Key Issue #5.TBA.
This solution reuses the existing security mechanism of one-to-many ProSe direct communication defined in clause 6.2 of TS 33.303 [14] to protect ranging/SL positioning groupcast communication.
In this solution, the member UEs subscribed with different operators are provisioned with the same groupcast key material generated by the 5G PKMF serving the sending UE.
********* End 2nd change*********

