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1
Decision/action requested

This contribution proposes to fix the wrong section number.
2
References

[1] 3GPP TS 33.527: "Security Assurance Specification (SCAS) for 3GPP virtualized network products ".

3
Rationale

This contribution proposes to fix the wrong section number from 4.2.3, 4.2.4, 4.2.5 in section 4.3 to 4.3.3, 4.3.4, 4.3.5. 

4
Detailed proposal

It is suggested to approve the following changes.

********************Start of the change ***************************

4.3
Security requirements and related test cases related to hardening

4.3.1
Introduction

The requirements proposed in the present clause aim to securing virtualised network products (including the network functions in service-based architecture) by reducing its surface of vulnerability. In particular the identified requirements aim to ensure that all the default virtualised network product configurations (including operating system software, firmware and applications) are appropriately set. The hardening requirements were proposed in TS 33.117 [2] are general and generally apply to GVNP of type 1. So, the potential hardening requirements for GVNP of type 1 also include four aspects, i.e. general hardening requirements (i.e. technical baseline), operating system, web server, network devices.
Compared to the physical network products, GVNP of type 1 has not hardware, but contains 3GPP functions, other functions and guest OS, it also has inter-VNF traffic and intra-VNF traffic in addition to than O&M traffic, control plane traffic and data plane traffic etc. The following clauses describe how to reduce the exposure from these new features.
4.3.2
Technical baseline
4.3.2.1
 No unnecessary or insecure services / protocols

All text from TS 33.117 [2], clause 4.3.2.1 applies to GVNP of type 1.
4.3.2.2
 Restricted reachability of services

All text from TS 33.117 [2], clause 4.3.2.2 applies to GVNP of type 1.
4.3.2.3
 No unused software

All text from TS 33.117 [2], clause 4.3.2.3 applies to GVNP of type 1.
4.3.2.4
 No unused functions

As GVNP of type 1 does not contain the hardware layer, all text from TS 33.117 [2] clause 4.3.2.4 applies to GVNP of type 1, except the requirements and testing on hardware functions.
4.3.2.5
 No unsupported components

As GVNP of type 1 does not contain the hardware layer, all text from TS 33.117 [2] clause 4.3.2.5 applies to GVNP of type 1, except the requirements and testing on hardware components.

4.3.2.6
 Remote login restrictions for privileged users

All text from TS 33.117 [2], clause 4.3.2.6 applies to GVNP of type 1.
4.3.2.7
 File system Authorization privileges

All text from TS 33.117 [2], clause 4.3.2.7 applies to GVNP of type 1.
4.3.3
Operating systems

All text from TS 33.117 [2], clause 4.2.4 applies to guest operating systems for GVNP of type 1.
4.3.4
Web servers

All text from TS 33.117 [2], clause 4.2.5 applies to GVNP of type 1.
4.3.5
Network devices

All text from TS 33.117 [2], clause 4.2.6 applies to GVNP of type 1.
********************End of the change ***************************

