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1
Decision/action requested

This contribution proposes to add description about  security requirements of traffic separation to clause 4.3.
2
References

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TR 33.818: "Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)

 for 3GPP virtualised network products (Release 17)".

3
Rationale

This contribution proposes to add the description about security requirements of traffic separation which is included in  security requirements of virtualized network products to clause 4.3 based on the output of clause 5.2.5.5.8.5.1 in TR 33.818 [2]. 

4
Detailed proposal

It is suggested to approve the following changes.

********************Start of the first change ***************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".


[x]                       3GPP TS 33.117: "Catalogue of general security assurance requirements (Release 17)".
[y]                       3GPP TR 33.927: "Security Assurance Specification (SCAS) ; threats and critical assets ;in 3GPP virtualized network product classes; (Release 18)".


********************End of the first change ***************************

********************Start of the second change ***************************

4
Catalogue of security requirements and related test cases for virtualized network product


4.3
Security requirements and related test cases related to hardening

4.3.e
Virtualized Network Products
4.3.e.1
Traffic separation
All text from TS 33.117 [x], clause 4.3.5.1 applies to GVNP of type 1, except for the supporting physical separation of traffic belonging to different network domains. However, the supporting separation of traffic belonging to different network domain shall be supported for virtualized network products. The detailed requirement and test case are as following.
Requirement Name: Traffic Separation

Requirement Description:

The virtualized network product shall support logical separation of traffic belonging to different network domains. For example, O&M traffic and control plane traffic belong to different network domains. 

Threat reference: Security threat caused by lack of GVNP traffic isolation in clause 5.3.2.7.15 of TR 33.927 [y].
Test case: 

Test Name: TC_TRAFFIC_SEPARATION
Purpose:

To test whether traffic belonging to different network domains is separated.

Procedure and execution steps:

Pre-Condition:

NOTE:
This test applies if the virtualized network product is meant to handle traffic from different network domains, e.g. both O&M and control plane traffic.

The virtualized network product has at least two separate logical interfaces dedicated to different network domains. Virtualized network products for which the test applies and that fail to meet this precondition fail the test by definition. 

Execution Steps

Execute the following steps:

1.
The tester checks whether the virtualized network product refuses traffic intended for one network domain on all interfaces meant for the other network domain, and vice versa.

2.
Step 1 is to be performed for all pairs of different network domains.

Expected Results:

The two tests should be successful.

Expected format of evidence:

A PASS or FAIL.

********************End of the second change ***************************

