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1	Decision/action requested
Approve the proposed solution in TR 33.887 [1]
2	References
 [1]	3GPP TR 33.887: " Study on Security aspects for 5WWC Phase 2"
3	Rationale
There are several Editor’s notes in Solution#13 of TR 33.887 [1]:
Editor's Note: Initial UE identifier between UE and target TNAP, and its protection, are ffs.
Editor's Note: Session correlation at the TNGF when the target TNAP contacts the TNGF is ffs.
Editor's Note: Further details on the key derivation are ffs.
Editor's Note: The need to modify rRK derivation in ERP is FFS.
Editor's Note: The problem with current rRK derivation specified in ERP (i.e., to use EMSK) is FFS.
Editor's Note: The steps and procedure for ERP bootstrapping and the ERP procedure are FFS.
This document provides arguments to remove some of the Editor’s notes in the solution details and adding an evaluation to the solution.
First of all, the Editor’s notes related to the need to modify rRK derivation:
Editor's Note: The need to modify rRK derivation in ERP is FFS.
Editor's Note: The problem with current rRK derivation specified in ERP (i.e., to use EMSK) is FFS.
The argument for modifying the key derivation is already presented in the solution but repeated here. By basing the rRK on KTNGF instead of EMSK, we remove the impact on AUSF and AMF and instead only get impact on TNGF and UE. The problem of basing the key derivation on EMSK is that it would mean that the AUSF would need to be able to derive rRK. The AUSF would also need to know that it needs to derive the key, which means that it would need to receive an indication from the UE already during primary authentication to derive the rRK. This would mean major changes to 5G key hierarchy where the keys in the core network have thus far been agnostic of the access type. In addition, since it is not supported in current specifications, it would lead to backwards compatibility problems if introduced in Rel-18. 
Proposal 1: With the arguments provided above, it is proposed to remove the above 2 ENs. 
Regarding ERP bootstrapping:
Editor's Note: The steps and procedure for ERP bootstrapping and the ERP procedure are FFS.
As mentioned above, in original ERP, the AUSF would need to receive an indication to derive rRK during primary authentication. This is called the bootstrapping steps of ERP.  For the proposed solution however, a similar bootstrapping is not needed since the rRK will be based on KTNGF that is anyway present in the TNGF. This means that the bootstrapping is implicit rather than explicit. The rRK can be derived by TNGF once a mobility request is received or at any time when it is convenient. 
Proposal 2: It is proposed to add an explanation about the implicit bootstrapping and remove the Editor’s note. 

There are two EN’s related to identification of UE in TNAP and TNGF respectively: 
Editor's Note: Initial UE identifier between UE and target TNAP, and its protection, are ffs.
Editor's Note: Session correlation at the TNGF when the target TNAP contacts the TNGF is ffs.
Proposal 3: The identification of the target TNAP nor the mobility procedures have not been addressed in the solution. ERP is not a protocol defined for mobility as such but for fast re-authentication. It is proposed that these ENs are turned into NOTEs for the sake of cleaning up the TR. 
Finally, there is one EN related to details for the key derivation:
Editor's Note: Further details on the key derivation are ffs.
The solution already proposes to derive rRK according to section 4.1 of RFC 6696 [8] replacing the input key EMSK with the key KTNGF. There is no mentioning of further key derivation (of rIK, rMSK1, etc). The idea is to reuse the ERP specification (RFC 6696) as is for the lower layer keys. 
Proposal 4: Here it is proposed to clarify that lower layer keys are derived according to RFC 6696.  

4	Detailed proposal

***BEGIN CHANGES***

[bookmark: _Toc128153577]6.13	Solution #13: TNAP mobility using modified ERP
[bookmark: _Toc128153578]6.13.1	Introduction 
This solution targets key issue #4 Security aspect of TNAP mobility without full authentication.
In earlier versions of TS 23.502 [7] it was specified that EAP re-authentication (ERP) may be used for TNAP mobility in trusted access. This would enable UEs to move from one access point to another without performing a full primary authentication. This option was removed from Rel-16 and Rel-17 since the use of ERP required this to be supported by AUSF and AMF which had not been specified in stage 3 specifications. 
[bookmark: _Hlk126320136]In short, it was specified that AUSF should generate the key rRK from EMSK and send it to the TNGF. The TNGF would then derive further keys from rRK, as specified in RFC 6696 [8] also shown below. 

rRK
|
+--------+--------+
| | |
rIK rMSK1 ...rMSKn

where 
rRK is the re-authentication Root Key, derived from the EMSK (from the EAP authentication). 
rIK is the re-authentication Integrity Key, derived from the rRK. Used for the integrity protection of all messages between the peer and the ERP server. 
rMSK is re-authentication MSK, derived from the rRK. There are multiple keys of this type (rMSK1, …rMSKn). These keys are derived by the ERP server and the peer. 

[bookmark: _Toc128153579]6.13.2	Solution details
This solution proposes to reuse ERP for reauthentication but modify the method of how the root key (rRK) is derived. Instead of deriving the key rRK from EMSK, the rRK is derived from KTNGF. 
Section 4.2 of RFC 6696 [8] specifying ERP, the properties for rRK are listed:
  The rRK has the following properties.  These properties apply to the
   rRK regardless of the parent key used to derive it.

   o  The length of the rRK MUST be equal to the length of the parent
      key used to derive it.

   o  The rRK is to be used only as a root key for re-authentication and
      never used to directly protect any data.

   o  The rRK is only used for the derivation of the rIK and rMSK as
      specified in this document.

   o  The rRK MUST remain on the peer and the server that derived it and
      MUST NOT be transported to any other entity.

   o  The lifetime of the rRK is never greater than that of its parent
      key.  The rRK is expired when the parent key expires and MUST be
      removed from use at that time.

The above properties do not require that rRK is derived from EMSK, nor does it require that the rRK is derived by the EAP server. 
To fulfil the above properties, it is possible to derive the key rRK from KTNGF as long as the other keys derived from KTNGF are separated from the rRK and that the rRK is not used for anything else than further key derivation. The current key hierarchy for trusted access is displayed in Figure 6.13.2-1. A proposal for how the key hierarchy can be made to reflect the needs is provided in Figure 6.13.2-2. 
A new type of keyIn this solution, the key, rRK, is derived from KTNGF. The derivation of rRK is performed according to section 4.1 of RFC 6696 [8] replacing the input key EMSK with the key KTNGF. The lower layer keys (rIK, rMSK1, etc) are derived from rRK according to RFC 6696 [8].
The difference is that no extra key needs to be transferred from the AMF and no ERP requests needs to be sent. 
Another difference compared to ERP is that in standard ERP, the AUSF would need to receive an indication to derive rRK during primary authentication. This is called the bootstrapping steps of ERP. With the proposed modification however, a similar bootstrapping is not needed since the rRK will be based on KTNGF that is anyway present in the TNGF. This means that the bootstrapping is implicit rather than explicit. The rRK can be derived by TNGF once a mobility request is received or at any time when it is convenient. 





Figure 6.13.2-1 Current key hierarchy for trusted non-3GPP access 


Figure 6.13.2-2 Proposal for updated key hierarchy for trusted non-3GPP access to support TNAP mobility

Editor's Note: Initial UE identifier between UE and target TNAP, and its protection, are ffs.
NOTE X: Initial UE identifier between UE and target TNAP, and its protection is not addressed by this document.
Editor's Note: Session correlation at the TNGF when the target TNAP contacts the TNGF is ffs.
NOTE Y: Session correlation at the TNGF when the target TNAP contacts the TNGF is not addressed by this document.
Editor's Note: Further details on the key derivation are ffs.
Editor's Note: The need to modify rRK derivation in ERP is FFS.
Editor's Note: The problem with current rRK derivation specified in ERP (i.e., to use EMSK) is FFS.
Editor's Note: The steps and procedure for ERP bootstrapping and the ERP procedure are FFS.
[bookmark: _Toc128153580]6.13.3	Evaluation
This solution solves key issue #4 by proposing to use the procedures of ERP in RFC 6696 with a small modification of the key derivation.
Since the procedures are based on KTNGF instead of EMSK, the solution works also in the case where primary authentication is run using 5G AKA (as long as UE supports EAP for ERP procedures). This is an advantage over standard ERP, in which case the primary authentication need to use EAP. 
The solution impacts TNGF and UE. 
NOTE X: Initial UE identifier between UE and target TNAP, and its protection is not addressed by this document.
NOTE Y: Session correlation at the TNGF when the target TNAP contacts the TNGF is not addressed by this document.

Editor's Note: Evaluation is ffs.



***END CHANGES***
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