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1	Decision/action requested
It is proposed to add the proposed changes to the living document [1]
2	References
[1]	S3-232418 Living document for eNPN-Ph2

3	Rationale
This document proposes updates to the living document [1] with respect to NSWO access to SNPN.


4	Detailed proposal
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*** BEGIN CHANGES ***

I.X 	Security for access to SNPN services via Non-3GPP access
I.X.1	General
Access to SNPN services via Non-3GPP access is described in TS 23.501 [2], sub-clauses of clause 5.30.2. Security for non-3GPP access to the 5G core network of PLMN is described in clause 7 and Annex S of this specification. The present clause describes changes and additions that apply in the SNPN case.
I.X.2 	Security for access to SNPN services via Untrusted non-3GPP access

I.X.3 	Security for access to SNPN services via Trusted non-3GPP access

I.X.4 	Security for access to SNPN services for N5CW devices

I.X.5 	Security for NSWO support in SNPN 

I.X.5.1 	NSWO support in SNPN without CH 
5G NSWO procedures are defined in Annex S.3.2. For SNPN the procedures are extended to usage of any key-generating EAP-method as follows:
Steps 1-2 are performed as described in Annex S.3.2. 
In step 3, the SUCI can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy.
Steps 4-6 are performed as described in Annex S.3.2. 
7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF to de-conceal SUCI to gain SUPI. The UDM selects the authentication method based on subscription data. 5G AKA, EAP-AKA’, or any other key-generating EAP authentication method apply for UE authentication in SNPN. In case UDM receives an anonymous SUCI, the UDM chooses the authentication method based the realm part of the SUCI in NAI format. 
NOTE X: The UDM needs to be configured with a list of realms and the intended authentication method.
8. Authentication is performed between the AUSF and UE using the selected EAP method. After a successful authentication the AUSF derives the MSK key. The decision to use MSK instead of EMSK is based on the NSWO indicator received in step 5. 
Steps 9-11 are performed as described in steps 16-18 of Annex S.3.2. 


I.X.5.2 	NSWO support in SNPN using CH with AUSF/UDM
The architecture for 5G NSWO in SNPN using CH AUSF/UDM is defined in clause 4.2.15 of TS 23.501 [2].
The procedures are the same as those defined in Annex I.X.5.1.

I.X.5.3 	NSWO support in SNPN using CH with AAA server
The architecture for 5G NSWO in SNPN using CH AAA is defined in clause 4.2.15 of TS 23.501 [2].



*** END CHANGES ***

