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1	Decision/action requested
It is proposed to add the proposed changes to the living document [1]
2	References
[1]	S3-232418 Living document for eNPN-Ph2
[2]	S3-232900

3	Rationale
This document proposes updates to the living document [1] with respect to trusted non-3gpp access to SNPN.
This document proposes content for the normative procedures for trusted non-3gpp-access to SNPN including the proposal where the KTNGF is identified using a temporary UE identifier (TN-TID) which is based on the hash of the key in case of anonymous SUCI (Option 1). There is another document [2] presenting an alternative option (Option 2) where the identification of KTNGF is left open.

4	Detailed proposal

*** BEGIN CHANGES ***
I.X 	Security for access to SNPN services via Non-3GPP access
I.X.1	General
Access to SNPN services via Non-3GPP access is described in TS 23.501 [2], sub-clauses of clause 5.30.2. Security for non-3GPP access to the 5G core network of PLMN is described in clause 7 and Annex S of this specification. The present clause describes changes and additions that apply in the SNPN case.
I.X.2 	Security for access to SNPN services via Untrusted non-3GPP access


I.X.3 	Security for access to SNPN services via Trusted non-3GPP access

Procedures for trusted non-3GPP access authentication are described in clause 7A.2.1. For SNPN the procedures are re-used with the following modifications:
Steps 0-4 are performed as described in clause 7A.2.1. 
In step 5, the SUCI can be an onboarding SUCI. 
Further in step 5, the SUCI can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy. In case anonymous SUCI is used, the identifier used as UE Id in the AN parameters is the anonymous SUCI.
Step 6-7 is performed as described in clause 7A.2.1. 
In step 8 of clause 7A.2.1, in case the AUSF receives an onboarding indication, the AUSF shall perform steps 6-10 and 14-17 as described in Annex I.2.2.2. 
In step 8 of clause 7A.2.1, the UDM selects the authentication method and authentication server (e.g. external CH AAA) based on subscription data. 5G AKA, EAP-AKA’, or any other key-generating EAP authentication method apply for UE authentication in SNPN. In case UDM receives an anonymous SUCI, the UDM chooses the authentication method and authentication server based the realm part of the SUCI in NAI format. 
NOTE X: The UDM needs to be configured with a list of realms and the intended authentication server.
In step 8 of clause 7A.2.1, in case the AUSF receives an indication from UDM to use an external AAA server for authentication, it shall perform steps 6-14 of Annex I.2.2.2.
In case the AUSF received an anonymous SUCI in step 7 (but no onboarding indication was received) the AUSF shall perform steps 11-13 of Annex I.2.2.2 after a successful authentication to inform the UDM of the actual SUPI. In case anonymous SUCI and onboarding indication was received in step 7, steps 11-13 of Annex I.2.2.2 can be skipped.
Steps 9-12 are performed as described in clause 7A.2.1.
In step 13, in case anonymous SUCI was used in step 5, a temporary UE identifier (TN-TID) shall be used in the IDi payload.  The TN-TID shall be calculated as described in Annex A.X.
Steps 14-19 are performed as described in clause 7A.2.1.


I.X.4 	Security for access to SNPN services for N5CW devices

I.X.5 	Security for NSWO support in SNPN 

I.X.5.1 	NSWO support in SNPN without CH 

I.X.5.2 	NSWO support in SNPN using CH with AUSF/UDM

I.X.5.3 	NSWO support in SNPN using CH with AAA server

*** NEXT CHANGE ***
[bookmark: _Toc19634922][bookmark: _Toc26875990][bookmark: _Toc35528757][bookmark: _Toc35533518][bookmark: _Toc45028899][bookmark: _Toc45274564][bookmark: _Toc45275151][bookmark: _Toc51168409][bookmark: _Toc114217838]A.X	TN-TID derivation function for trusted non-3GPP access
When deriving the UE temporary identifier (TN-TID) for trusted non-3GPP access from KTNGF, the following parameters shall be used to form the input S to the KDF:
-	FC = TBD;
-	P0 = "TN-ID"
-	L0 = length of "TN-TID"; (i.e. 0x00 0x06)
The input key KEY shall be KTNGF. 


*** END CHANGES ***

