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1
Decision/action requested

It is requested to approve the updates to Solution #27.
2
References

[1]
3GPP TR 33.893, Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

There are three Editor’s Notes in solution #27 of TR 33.893[1], this pCR resolves the three Editor’s Notes.
The first Editor’s Note is “Editor’s Note: how to encrypt and integrity protect the broadcast message is FFS”. To resolve this EN, this pCR explicitly makes SLPKMF respond to UEs with a broadcast confidentiality key (SLPBCK) and a broadcast integrity key (SLPBIK), and adds a broadcast message integrity check (MIC) code in sending UE’s broadcast message.
The second Editor’s Note is “Editor’s Note: whether it is feasible to provide every public key of potential senders to all participating UEs is FFS”. This pCR will not use public key cryptography to generate and verify sending UE’s authorization token any longer. Instead, this pCR makes sending UE-1’s serving SLPKMF returns a symmetric secret key (SLPSKUE-1) to UE-1, UE-1 uses this key to generate the token. Receiving UE-x requests its serving SLPKMF to verify the token rather than by UE-x itself. Therefore, the updated solution will not need to provide every public key of the senders to any receiving UE.
The third Editor’s Note is “Editor’s Note: whether token based authorization is needed is FFS”. Indeed, the impersonation attack between UEs is an insider threat, some operators may don’t consider this kind of attack. But some operators may take it into consideration since their end users may be concerned about whether other UE can impersonate them to make them suffer losses. Therefore, this pCR proposes to add an operator-specific local policy at SLPKMF to determine whether token verification is needed or not. This provides a benefit to adapt to different operators’ security considerations in a flexible way.
4
Detailed proposal

SA3 is kindly requested to approve the below pCR to TR 33.893[1].
**** START OF CHANGE ****

6.27
Solution #27: Protection of broadcast communication

6.27.1
Introduction

This solution solves key issue # 5 “Protection of groupcast/broadcast”. In order to meet the requirements of KI #5, this solution provides a secure Sidelink Positioning broadcast procedure that fulfills confidentiality, integrity, and replay protection for the location information. This solution is summarized into four phases:

1) The broadcast key request phase of the sending UE-1. The sending UE-1 initiates an SL broadcast key request. After authorization, the corresponding Sidelink Positioning Key Management Function (SLPKMF) selects the Sidelink Positioning Broadcast Confidentiality Key (- SLPBCK), Sidelink Positioning Broadcast Integrity Key (SLPBIK), Sidelink Positioning Secret Key of UE-1 (SLPSKUE-1), and SLPBK-ID, then responds the keys to the UE-1. All of the above three keys are symmetric keys. The secret key SLPSKUE-1 will not provide to other UEs except UE-1.
2) The broadcast phase of the sending UE-1. The sending UE-1 broadcasts protected positioning signaling, the SLPBK-ID, and a token associated with this broadcast message. The token is used to enable the receiving UE-x to verify whether the sending UE-1 does have permission to broadcast, preventing UEs that have obtained SLPBK from impersonating UE-1. In broadcast communications, all the UEs subscribed to the same Sidelink Positioning Services in the proximity of UE-1 have permission to receive and decrypt broadcasted positioning signaling, but whether a UE can broadcast positioning signaling should be authorized. Since SLPBK is the key protects broadcast message, all the receivingUEs in the proximity of UE-1 will obtain SLPBK from 5GC to undo the protection of the broadcast message. Receiving UEs may impersonate UE-1 to send broadcast message. The token is generated by using the symmetric key SLPSKUE-1, therefore the receiving UEs rely on the 3GPP network (i.e., its serving SLPKMF) to verify the token if the receiving UEs are indicated needing to verify the token.
3) The key retrieval phase of the receiving UE-x. The receiving UE-x sends an SL broadcast key retrieval request to the corresponding SLPKMF. The SLPKMF of UE-x determines whether the sending UE-1 and receiving UE-x are with the same HPLMN. If they are with the same HPLMN, the SLPKMF of UE-x directly returns a key retrieval response to the UE-x; Otherwise, the SLPKMF of UE-x establishes a secure connection with the SLPKMF of UE-1 to obtain the broadcast key, and then returns a key retrieval response to the UE-x. Based on the local policy of the serving SLPKMF of the UE-x, the SLPKMF may indicate UE-x that token verification is needed.
4) The integrity, token verification, and decryption phase of the receiving UE-x. The receiving UE-x verifies the integrity of the broadcast message, if the UE-x was indicated needing token verification, UE-x requests its serving SLPKMF to verify the token, if both integrity and token (optionally) are verified, the UE-x decrypts the broadcast message.

The solution assumes the receiving UEs are in coverage.

6.27.2
Solution details
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Figure 6.27.2-1: protection of broadcast information between UEs

Step 1-6：The broadcast key request phase of the sending UE-1. 

0. The sending UE-1 wants to send broadcast message, it prepares positioning signaling (e.g., SL positioning assistance data/SL positioning capability) and perhaps other broadcast data in advance.

1.  The UE-1 sends SL broadcast key request messages to the serving SLPKMF of UE-1, including the UE-1-ID, the Sidelink Application identifier (SLAPP-ID), and the SL security capabilities.

NOTE 1: 
The SLPKMF may be an existing key management NF in 5GC, such as Prose PKMF. Therefore, the communications between UE and SLPKMF are assumed secure.

2.  The UE-1’s serving SLPKMF sends SL broadcast authorization request to the ranging/SL application server to authorize UE-1’s broadcast request, including UE-1-ID.

3.  The ranging/SL application server authorizes the request based on UE-1's subscription. If the authorization is successful, continue with step 4, otherwise reject the SL authorization request.

4.  The ranging/SL application server provides the SL authorization response to the serving SLPKMF of UE-1.

5.  The serving SLPKMF of UE-1 selects Sidelink Positioning Broadcast Confidentiality Key (SLPBCK), Sidelink Positioning Broadcast Integrity Key (SLPBIK) and corresponding key identifier (SLPBK-ID), Sidelink Positioning Secret Key (SLPSKUE-1) for UE-1. In addition, the serving SLPKMF of UE-1 sets an expiration time for the broadcast key materials. Once SLPBCK, SLPBIK, and SLPSKUE-1 expire, the SLPKMFs and UEs delete the broadcast keys SLPBCK and SLPBIK, SLPSKUE-1. All of the above three keys are symmetric keys. The secret key SLPSKUE-1 will not provide to other UEs except UE-1.
NOTE 2: When UE uses SLPBK-ID to identify the broadcast key, it will identify a key pair (SLPBCK, SLPBIK). The first half of the key pair (SLPBCK, SLPBIK) is the SLPBCK, the second half is the SLPBIK, UE can determine SLPBCK or SLPBIK without ambiguity.
6.  The serving SLPKMF of UE-1 returns a broadcast key response to UE-1, includingSLPBCK, SLPBIK, SLPBK-ID, SLPSK of UE-1 (SLPSKUE-1), and key expiration time.

Step 7：The broadcast phase of the sending UE-1.

7.  The sending UE-1 encrypts the UE-1-ID and SL positioning assistance data /SL positioning capability using SLPBCK. In addition, the UE-1 generates broadcast message integrity check (MIC) code using SLPBIK, to integrity protect SLPBK-ID, encrypted UE-1-ID and encrypted broadcast data, generates a token using SLPSKUE-1 and the MIC code, then sends broadcast message, including SLPBK-ID, encrypted UE-1-ID and encrypted broadcast data (i.e., the positioning signaling), MIC code, and token.

NOTE 3: 
whether UE-1-ID and other information encrypted are separate may be implementation-specific, for example, it may depend on whether the encryption algorithms support the decryption of partial ciphertext.
NOTE 4: the token is bound with SLPSKUE-1 and the MIC code, and, hence, bound with the SL positioning signaling data. Therefore, the token is per-broadcast-message-basis, which prevents attackers replay or copying the token.

Step 8-17：The key retrieval phase of the receiving UE x.

8. If the receiving UE-x doesn’t have the SLPBCK and SLPBIK associated with the received SLPBK-ID, the UE-x sends an SL broadcast key retrieval request to its serving SLPKMF. The SL broadcast key retrieval request message includes UE-x-ID, SLPBK-ID, and encrypted UE-1-ID. If the receiving UE-x has SLPBCK and SLPBIK associated with the received SLPBK-ID, skip steps 8~16.

NOTE 5: 
the SLPBK-ID contains UE-1’s HPLMN ID and necessary routing information to enable UE-x’s serving SLPKMF can route to UE-1’s serving SLPKMF.

9.  The serving SLPKMF of UE-x determines whether the sending UE-1 and receiving UE-x are with the same HPLMN based on SLPBK-ID. If they are with the same HPLMN, skip steps 10~12. Otherwise, the serving SLPKMF of UE-x should send a key query request to the serving SLPKMF of UE-1 based on SLPBK-ID.

10.  The serving SLPKMF of UE-x sends a key query request to the serving SLPKMF of UE-1, with SLPBK-ID and encrypted UE-1-ID.

11.  The serving SLPKMF of UE-1 checks whether to return the key based on local policy. If checked, go to step 12.

12.  The serving SLPKMF of UE-1 decrypts the encrypted UE-1-ID, determines SLPSKUE-1 choosed in step 5. The serving SLPKMF of UE-1 returns the key query response to the serving SLPKMF of UE-x, including SLPBCK, SLPBIK, SLPSKUE-1, SLAPP-ID, and key expiration time. 

13. The serving SLPKMF of UE-x identifies the SL positioning service and the corresponding ranging/SL application server according to the received SLAPP-ID. It sends SL broadcast receiving authorization request which includes UE-x-ID to the ranging/SL application server to authorize UE-x to receive broadcast messages.

14.  The ranging/SL application server authorizes the request based on UE-x's subscription. If the authorization is successful, continue with step 15, otherwise reject the SL broadcast receiving authorization request.

15. The ranging/SL application server provides the SL broadcast receiving authorization response to the serving SLPKMF of UE-x.

16. The serving SLPKMF of UE-x determines whether token verification is needed based on its local policy. Since verifying the token requires additional interaction between the UE-x and its serving SLPKMF (i.e., steps 19 and 20), and some operators may don’t consider impersonation attack between UEs, the local policy of the operator may indicate the token verification is not needed. The local policy is operator-specific.
17. The serving SLPKMF of UE-x sends a key retrieval response to the UE-x, including SLPBCK, SLPBIK, key expiration time, and optionally an Indication of needing token verification depending on the decision made in step 16.

Step18-21：The integrity, token verification, and decryption phase of the receiving UE-x.

18. The receiving UE-x verifies the MIC code using SLPBIK. If the verification is successful, the UE-x decrypts UE-1-ID using the SLPBCK. Then if step 17 indicates UE-x needs to verify the received token, go to step 19, otherwise, skip to step 21.
19. The receiving UE-x sends a Token Verification Request to its serving SLPKMF, including SLPBK-ID, UE-1-ID, the MIC code, and the token.
20. The serving SLPKMF of the UE-x first using UE-1-ID to identify UE-1’s Sidelink Positioning Secret Key SLPSKUE-1, if it cannot identify SLPSKUE-1, it would query SLPSKUE-1 from UE-1’s serving SLPKMF using the same procedure as step 10~12. Then the serving SLPKMF of the UE-x verifies the token according to SLPSKUE-1 and the MIC code, if verified, sends Token Verification Response with the token verified response, otherwise, sends Token Verification Response with token verification not passed response.
21. If step 19-20 is not needed, or step 20 indicates the token is verified, the UE-x decrypts the encrypted broadcast data using the SLPBCK. Otherwise, the UE-x disregards the broadcast message.

NOTE 6: 
After the above procedures, the UE-x will also get an SLPBCK and an SLPBIK, if now the UE-x wants to send broadcast message and the SLPBCK and SLPBIKare unexpired, steps 1-21 still need to be carried out for the UE-x. But to avoid the UEs’ key management overhead, in step 5, the serving SLPKMF of the UE-x may decide directly choose the above SLPBCK, SLPBIK, and associated SLPBK-ID for the UE-x to protect its broadcast message, modifies the HPLMN ID and necessary routing information contained in the SLPBK-ID such that it routes to UE-x’s serving SLPKMF, and only choose a new Sidelink Positioning Secret Key (SLPSKUE-x) for the UE-x. The serving SLPKMF of the UE-x can realize the UE-x has already got an SLPBCK and an SLPBIK for a specific SLAPP (step 12 above contains SLAPP-ID).

6.27.3
Solution Evaluation

TBD.

**** END OF CHANGE ****
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