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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.122 on draft CR on resource owner aware northbound acces to APIs.
2
References

[1]
S3-23xxxx: "Living document for resource owner aware northbound acces to APIs: draftCR to TS 33.122."

3
Rationale

It is proposed to add client credential flow to the living document of resource owner aware northbound acces to APIs [1]. 
4
Detailed proposal

*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[3]
3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".

[4]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[5]
IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".

[6]
IETF RFC 7519: "JSON Web Token (JWT)".

[7]
IETF RFC 7515: "JSON Web Signature (JWS)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[9]
Void

[10]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[XX]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

*** End of 1st Change ***
*** Start of 2nd Change ***
6.5.Y
Authentication and authorization for RNAA

Editor's note: this clause provides the detailed flow required for authorizing an RNAA access. For oAuth based authorization, this includes the oAuth flow.
6.5.Y.X1 Client Credential Flow based authorization for UE and AF originated API invocation
6.5.Y.X1.1 General

This clause specifies the usage of OAuth 2.0 [4] client credents flow for UE and AF originated API invocations. 

6.5.Y.X1.2 Client Credentials Flow for UE and AF originated API invocations

For the AF originated API invocation, the authentication method specified in clause 6.4 and 6.5 shall be used for the authentication of the API invoker by the CCF. 
For authorization of the AF API invoker, the OAuth 2.0 token mechanism with client credentials flow shall be used as specified in clause 6.5.2.3. The access token request and the token shall include the GPSI of the resource owner. The token shall also include an indication about whether resource owner authorization has been considered by the CCF. The API exposing function shall check the indication and limit the scope to the GPSI if it is indicated, in the token, that the resource owner authorization has been performed. How to get the authorization from the resource owner and store it in the CCF is out of scope of the present document.
For the UE originated API invocation, AKMA [XX] shall be used for UE authentication by the CCF. 

For authorization of the UE API invoker, the OAuth 2.0 token mechanism with client credentials flow shall be used as specified in clause 6.5.2.3. The access token request and the token shall include the GPSI of the resource owner. The token shall also include an indication about whether resource owner authorization has been considered by the CCF. The API exposing function shall check the indication and limit the scope to the GPSI if it is indicated in the token that the resource owner authorization has been performed. How to get the authorization from the resource owner and store it in the CCF is out of scope of the present document.
*** End of 2nd Change ***
