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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living document for NG_RTC_SEC.
2
References

[1]
S3-232847 "living CR for NG_RTC_SEC"

3
Rationale

It’s proposed to complete the security aspects of data channel usage in IMS based on the conclusion in TR33.890.

4
Detailed proposal

Approve the changes below for inclusion in the living document: S3-232847.
**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[uu]
IETF RFC 8831: “WebRTC Data Channels”

[xx]                    IETF RFC 8827: “WebRTC Security Architecture”

[yy]
3GPP TS 32.274: "Telecommunication management; Charging management; Short Message Service (SMS) charging"

[zz]
GSMA NG.129: "IMS Data Channel White Paper"

 **** Next Changes****

Annex X (normative): 
Security aspects of next generation real time communication services

X.1
Security aspects of Data Channel usage in IMS network

X.1.1
General

There are two types of Data Channels: Bootstrap Data Channel and Application Data Channel. According to GSMA NG.129 [zz], the application Data Channel supports the P2P, P2A and A2P use cases. The data channel related P2P/P2A/A2P definitions follow from 3GPP TS 32.274 [yy] and are applied accordingly to this document with the following meaning:

1.
Person-to-Person (P2P): The session is originated by a UE and terminated on another UE. For the P2P case, the application data channel can either involve DCMF (enhanced MRF) or not
2.
Person-to-Application (P2A): The session is originated by a UE and terminated on a third-party application.

3.
Application-to-Person (A2P): The session is originated by a third-party application and terminates on a UE.
X.1.2
Media security for bootstrap data channels

DTLS should be supported between DCMF/MRF and UE. It is achieved in the same way as e2ae security for WebRTC data channels as specified in clause N.3.2. Certificate fingerprints of UE and DCMF/MRF should be exchanged over SDP signallings which is integrity protected.
X.1.3
Media security for P2A/A2P data channels

X.1.3.1
e2ae security for P2A/A2P data channels
If the external Data Server supports only HTTP, the mechanism described in clause X.1.2 also apply in this case.
X.1.3.2
e2e security for P2A/A2P data channels
If the external Data Server supports both HTTP and IETF RFC 8831 WebRTC data channel protocols, end-to-end (e2e) encryption for the data channel should be supported as specified in IETF RFC 8831 [uu] and IETF RFC 8827 [xx]. Certificate fingerprints of UE and external Data Server should be exchanged over SDP signalling which is integrity protected.
X.1.4
Media security for P2P data channels

X.1.4.1
e2ae security for P2P data channels
For P2P case when the DCMF/MRF is used to anchor the Application data channel, the mechanism described in clause X.1.2 also apply in this case.
X.1.4.2
e2e security for P2P data channels

For P2P cases when the DCMF/MRF is not used to anchor the Application data channel, the mechanism described in clause X.1.3.2 also apply in this case with the exception that certificate fingerprints exchanged are two UEs.
**** End of Changes****
