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1
Decision/action requested

Please approve the proposed conclusion for KI#2.
2
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3
Rationale

This contribution is proposing to do no normative work in Rel 18 related to KI#2 defined in [1].
In general, we agree that authorization on the level of PIN resources as required by KI#2 could be achieved using the OAuth framework as indicated in Sol#8 of [1].
SA2, which has the authentication in the remit, bases the authentication on DNN/NSSAAI, as a PIN will have a distinct DNN or NSSAI. This implies that an application function will have the rights to apply guidance for e.g. URSP rules when authenticated for that PIN. SA2 doesn’t provide a finer granularity for authorisation. 
However, we don't think that adding the PIN ID to the token would be sufficient as it’s the granularity for authorisation which is the challenge in our view. 

Furthermore, it is an open question, how the OAuth authorization server would obtain the information needed to decide whether to issue a token or not.

In summary, the problem of API authorization on a resource level is more complex than it became visible in the available solutions in [1]. We are of the opinion that the solutions only partly solve the issues described and therefore propose to currently do no normative work.
4
Detailed proposal

Please accept the following changes to TR 33.882 [1]:

**** START OF CHANGE ****

7
Conclusions

Editor's note: This clause contains the agreed conclusions that will form the basis for any normative work.
7.2
Conclusions for KI#2

No normative work is planned for this key issue. The fulfilment of the security requirements outlined in the key issue needs to be ensured by mechanisms defined outside the scope of 3GPP Rel 18.
**** END OF CHANGE ****
