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Decision/action requested

It is proposed to discuss the proposal in this discussion paper.
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Rationale

3GPP defines a CMP Profile based on CMP version 2 or (CMPv2) [1] for base stations [2]. 3GPP studies Automated Certificate Management in SBA and proposes to pursue CMP protocol in normative specification for the procedures of certificate enrolment and certificate renewal in 5G SBA [3]. 
Observation 1: The IETF is about to obsolete the version 2 for a CMP version 3
How specification of CMPv3 [4] updates the former CMPv2 is described in [5][6][7] which are in the RFC editor queue. The draft-ietf-lamps-rfc4210bis [4] and draft-ietf-lamps-rfc6712bis [8] are expected to be published in the coming months.

Observation 2: CMPv3 clarify the specification and defines a lightweight profile

The draft-ietf-lamps-rfc4210bis [4] and draft-ietf-lamps-cmp-updates [5] provide a detailed discussion of the updates. As far as 3GPP is concerned these could be summarized as follows:

    1. CMPv3 clarify the specification.

    2. CMPv3 provides more cryptogarphic agility:

· CMPv3 offers an optional hashAlg field in CertStatus supporting confirmation of certificates signed with signature algorithms, e.g., EdDSA, not directly indicating a specific hash algorithm to use to compute the certHash.

· CMPv3 provides the support for Post Quantum cryptography. On the one hand, there may be no concrete hash algorithm connected to a PQ-signature algorithm and therefore the new hashAlg field in the certConf message will be needed. Secondly, for KEM keys an indirect proof-of-possession involving the encrypted delivery of the new certificate will be required. CMPv3 eases this utilizing EnvelopedData. Support for KEMs in CMS EnvelopedData is already in preparation in the IETF LAMPS WG.

    3. CMPv3 defines a lightweight profile LCMPP [9] which clearly specify a subset of CMPv3 functionalities to provide an interoperable CMP client with the most essential functions. The LCMPP fulfils the needs expressed by the 3GPP profile and clarify ambiguity of interpreting CMPv2 specification.
4
Detailed proposal

It is proposed that in normative specification for the procedures of certificate enrolment and certificate renewal in 5G SBA, the 3GPP CMP profile should be refined according to LCMPP [9] as well as how CMPv3 woudl impact CMPv2 operations defined in .I-D.ietf-lamps-cmp-updates [5], I-D.ietf-lamps-cmp-algorithms [6] and I-D.ietf-ace-cmpv2-coap-transport [7].

