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	Reason for change:
	Following issue was observed in recent field testing:
1) UE is in 5G only mode and successfully registers in 5GS.
2) As part of the security context established in 5GS, network does NOT indicate ‘Selected EPS NAS algorithms’ in NAS SMC message, since S1 mode was not enabled in UE. (refer TS 24.501 Clause 8.2.25.4 and TS 33.501 Clause 6.7.2)
3) UE is switched Off and then switched ON and then UE is in S1 only mode.
4) UE initiates Attach procedure in EPS and thereafter the Attach Request message is integrity protected with existing 5GS security context and the eKSI is also indicated accordingly. Note: The UE does not have EPS algorithms to derive valid EPS context. 
5) The MME now directly sends an integrity protected and ciphered message based on the eKSI that the UE indicated. Basically, the AMF has derived a mapped EPS security context and sent it to the MME. (refer to TS 33.501 Clause 8.5.2 )
6) But the UE is unable to handle this downlink message since it is not able to derive the right security context, the reason is that the EPS NAS security algorithms to be used are not available in the UE because of step 2) above., 
7) Upon receiving integrity protected message, the UE tries to generate MAC based on null algorithms (default values), and MAC check fails. 
8) The Attach Request message keeps failing since steps 4 through 6 keep repeating.
Based on the below referece from TS 33.501 clause 8.5.2 and clause 8.5.3. it indicates that AMF will always derive a mapped EPS NAS security context and send it to MME, and UE always receives a selected EPS NAS security algorithm in 5G NAS SMC message, which is not true. There will be the case that UE didn’t receive this “selected EPS NAS algorithms” in previous NAS SMC messages, in such a case there will be failure. 
Text from TS 33.501
-------------------------------------------
8.5.3       Initial Attach Procedure 
NOTE:    This procedure is based on clause 4.11.1.5.2 in TS 23.502 [8]. 
The Initial Attach procedure shall use the security mechanism for the TAU procedure in clause 8.5.2.
[bookmark: _Toc19634795][bookmark: _Toc26875855][bookmark: _Toc35528621][bookmark: _Toc35533382][bookmark: _Toc45028735][bookmark: _Toc45274400][bookmark: _Toc45274987][bookmark: _Toc51168244][bookmark: _Toc129956485]8.5.2       TAU Procedure
1.  The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped EPS GUTI derived from the 5G GUTI and its EPS security capabilities. The mapped EPS GUTI contains the information of the AMF that has the latest UE context in the 5G network.
The UE integrity protects the TAU Request message using the current 5G NAS security context identified by the 5G GUTI used to derive the mapped EPS GUTI. More precisely, the UE shall compute the NAS MAC for the TAU request as it is done for a 5G NAS message over a 3GPP access. The NAS Uplink COUNT for integrity protection of the TAU request shall use the same value as the 5G NAS Uplink COUNT. Consequently, this results in an increase of the stored NAS Uplink COUNT value in the NAS COUNT pair associated with the 3GPP access. The corresponding ngKSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.
2.  Upon receipt of the TAU Request, the MME obtains the AMF address from the mapped EPS GUTI value.
3.  The MME forwards the complete TAU Request message including the eKSI, NAS-MAC and mapped EPS GUTI in the Context Request message. 
4.  The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message as if it was a 5G NAS message received over 3GPP access.
5.  If the verification is successful, the AMF shall derive a mapped EPS NAS security context as described in clause 8.6.1. The AMF shall set the EPS NAS algorithms to the ones indicated earlier to the UE in a NAS SMC as described in clause 6.7.2. 
[Comment 1] there is case that AMF has not indicated “selected EPS NAS algorithms” in previous 5G NAS SMC message and there is no definition on such case in the spec. 
The AMF shall include the mapped EPS NAS security context in the Context Response message it sends to the MME. The AMF shall never transfer 5G security parameters to an entity outside the 5G system.
6.  The UE shall derive a mapped EPS NAS security context as described in clause 8.6.1. The UE shall select the EPS algorithms using the ones received in an earlier NAS SMC from the AMF as described in clause 6.7.2. The UE shall immediately activate the mapped EPS security context and be ready to use it for the processing of the TAU Accept message in step 7.
[Comment 2] When UE has not received the “selected EPS NAS algorithms” in an earlier NAS SMC from AMF, it will be a failure. When UE receives the integrity protected message from MME in step 6, UE will fail to verify the MAC. 
7.  The MME compares the UE security algorithms to its configured list after it receives the Context Response message. If an algorithm change is required, the MME shall select the NAS algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities and initiate an NAS SMC to the UE. Otherwise, step 8~10 shall be skipped.
8 - 10.           The MME and the UE performs an NAS SMC to derive new NAS keys with the new algorithms as described in Clause 7.2.8.1.2 of TS 33.401[10].
11. The MME completes the procedure with a TAU Accept message.
-------------------------------------------


	
	

	Summary of change:
	UE will only select the EPS algorithm using the ones in an earlier NAS SMC from AMF when it has received one. If UE has not received “Selected EPS NAS algorithms”, AMF should indicate to MME no EPS NAS algorithm, and MME should determine this EPS algorithms in the subsequent SMC. 

	
	

	Consequences if not approved:
	UE will not be able to handle this downlink message and the Attach procedure will fail.
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*** FIRST CHANGES ***

8.5.2	TAU Procedure
NOTE:	This procedure is based on clause 4.11.1.3.2 in TS 23.502 [8] and only includes steps and descriptions that are relevant to security.


Figure 8.5.2-1: Idle mode mobility from 5G to 4G
1.	The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped EPS GUTI derived from the 5G GUTI and its EPS security capabilities. The mapped EPS GUTI contains the information of the AMF that has the latest UE context in the 5G network.
The UE integrity protects the TAU Request message using the current 5G NAS security context identified by the 5G GUTI used to derive the mapped EPS GUTI. More precisely, the UE shall compute the NAS MAC for the TAU request as it is done for a 5G NAS message over a 3GPP access. The NAS Uplink COUNT for integrity protection of the TAU request shall use the same value as the 5G NAS Uplink COUNT. Consequently, this results in an increase of the stored NAS Uplink COUNT value in the NAS COUNT pair associated with the 3GPP access. The corresponding ngKSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.
2.	Upon receipt of the TAU Request, the MME obtains the AMF address from the mapped EPS GUTI value.
3.	The MME forwards the complete TAU Request message including the eKSI, NAS-MAC and mapped EPS GUTI in the Context Request message. 
4.	The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message as if it was a 5G NAS message received over 3GPP access.
5.	If the verification is successful, the AMF shall derive a mapped EPS NAS security context as described in clause 8.6.1. The AMF shall set the EPS NAS algorithms to the ones indicated earlier to the UE in a NAS SMC as described in clause 6.7.2. If AMF has not indicated the “selected EPS NAS algorithms” in an earlier NAS SMC message, AMF shall set the EPS NAS algorithms to null. 
The AMF shall include the mapped EPS NAS security context in the Context Response message it sends to the MME. The AMF shall never transfer 5G security parameters to an entity outside the 5G system.
6.	The UE shall derive a mapped EPS NAS security context as described in clause 8.6.1. The UE shall select the EPS algorithms using the ones received in an earlier NAS SMC from the AMF as described in clause 6.7.2. If UE has not received the selected EPS NAS algorithms in an earlier NAS SMC message, UE shall follow the indication from MME in SMC message. The UE shall immediately activate the mapped EPS security context and be ready to use it for the processing of the TAU Accept message in step 7.
7.	If AMF indicated the EPS NAS algorithms to MME, Tthen MME compares the UE security algorithms to its configured list after it receives the Context Response message. If an algorithm change is required or if AMF indicated no EPS NAS algorithm was selected before, the MME shall select the NAS algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities and initiate an NAS SMC to the UE. Otherwise, step 8~10 shall be skipped.
8 - 10.	The MME and the UE performs an NAS SMC to derive new NAS keys with the new algorithms as described in Clause 7.2.8.1.2 of TS 33.401[10].
11.	The MME completes the procedure with a TAU Accept message.
After successful completion of the TAU procedure, the UE shall delete any mapped 5G security context. After deleting the mapped 5G security context, if the UE has a full non-current native 5G NAS security context then the UE shall make the non-current native 5G NAS security context the current one.

*** SECOND CHANGE ***
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The derivation of a mapped EPS security context from a 5G security context is done as described below:
-	The KASME' key, taken as the KASME, shall be derived from the KAMF using the 5G NAS Uplink COUNT value derived from the TAU Request message or Attach Request message in idle mode mobility or the 5G NAS Downlink COUNT value in handovers as described in Annex A.14. 
-	The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context. 
-	The EPS uplink and downlink NAS COUNT values in the mapped context shall be set to the uplink and downlink NAS COUNT values of the current 5G security context respectively.
-	The selected EPS NAS algorithms shall be set to the EPS algorithms signalled to the UE by the AMF during an early authentication procedure followed by a NAS SMC as described in clause 6.7.2. If AMF has not sent selected EPS NAS algorithms in a previous NAS SMC message, this IE shall be set to null. 
NOTE:	Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].


*** END OF CHANGES ***
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