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1	Decision/action requested
This discussion paper is to set foundation for LS out from SA3 to SA, SA1 and SA2 for consideration while reviewing all five LSs from GSMA 5GMRR.
2	References
[1]	3GPP S3-231721: "LS on GSMA 5GMRR Working solution assumption on L-PRINS and Data Session Control"  
[2]	3GPP S3-231721: "NG.132 CR on Using PRINS for Single Solution Combined Approach in 5G SA Roaming"
3	Rationale
Number of working groups in 3GPP are yet to formally review the 5GMRR submitted requirements for intermediaries. Following the analysis of requirements, and review of existing solutions and roaming security architecture, a final solution approach is yet to be decided in an appropriate 3GPP release. Yet, GSMA 5GMRR has informed SA3 about L-PRINS as a working solution assumption, asking for feedback.
Current discussion paper provides objective risk benefit trade-off of the L-PRINS solution considering perspectives of both the technological and contractual measures for roaming security involving intermediaries.
4	Detailed proposal
 This discussion paper comments on risk benefit trade-off of L-PRINS.
A hop-by-hop model involving one or more intermediaries will have a bilateral contractual relationship between HPLMN – intermediary and between an intermediary – VPLMN. Also, in a scenario where two intermediaries are in the path, several contracts are required: a contract between HPLMN- intermediary 1, and a contract between intermediary 1 - intermediary 2, and a contract between intermediary 2 – VPLMN. 
A hop-by-hop model, if with TLS at its transport layer, is a point-to-point connection where both the sending and receiving parties have mutual knowledge of each other with obligations stipulated and solidified by contract and SLA. Attribution as a result, contractually is towards the peer hop in a hop-by-hop scenario. 
Contractually, even without cryptographic non-repudiation through a digital signature of L-PRINS, receiving party anyway can reach out to only their next hop from where the signalling came from by providing technical evidence in the form of event logs, session records, and signalling traces in the event of a security incident for forensic and a root cause analysis. This also is a current practice. The sending party conducts investigation and if possible, may follow up upstream with its own onward previous hop sending party. Such hop-by-hop contractually, commercially, and legally binding attribution may result into punitive actions stipulated in contracts applicable in the jurisdiction where both parties involved in a hop-by-hop scenario operate.
TLS provides mutual authentication of both peers involved in transaction. Also, provides confidentiality, and integrity protection of data transmission on the point-to-point mutually authenticated endpoints. If a mutually authenticated TLS protected link exists, digital signature’s security property of providing non-repudiation assurance at application layer on a point-to-point connection is not adding further value because TLS authenticated peer on a point-to-point link anyway cannot deny sending the traffic to the receiving party on a confidentiality and integrity protected link where becoming Man-in-Middle (MiM) is highly unlikely. So, attribution anyway is directed and implied towards the TLS authenticated next hop immediate peer. 
Not all service providers in a multi hop scenario may choose to use L-PRINS. Even if L-PRINS is a mutual choice by both hops, claimed benefits may only be applicable locally between those two hops that choose to implement L-PRINS. Therefore, L-PRINS is not serving as a milestone towards end-to-end PLMN security.
Above risk-based assessment and benefit trade-off is that if hop-by-hop endpoints have mutual TLS protection, then L-PRINS introduced technology architectural complexity, additional processing, and key management for digital signature of L-PRINS are not proportionate in a hop-by-hop scenario where point-to-point connections anyway have direct contractual obligations with one another. 
The aspects explained above should be considered in the further discussion in SA3 and in liaison from SA3 to other workings groups in 3GPP.

