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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
References

[1]
3GPP TR 33.894 "Study on applicability of the Zero Trust Security principles in mobile networks"
[2]
NIST Special Publication 800-207 Zero Trust Architecture.

3
Rationale

This contribution proposes additions to the evlaution of the seventh tenet of [2] related to data collection in order to resolve the outstanding editor's note and close the evaluation.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.894 [1].

**** Start of Changes****

5.1.6
Tenet #7: Data collection to improve security posture
5.1.6.1
Description 
According to tenet 7 of [2], enterprises are expected to collect data about asset security posture, network traffic and access requests, process that data, and use any insight gained to improve policy creation and enforcement. In relation to this, section 3.3.1 of [2] gives more details on how this data can also be used to provide context for access requests from subjects.
 According to [2], such security posture data collected from the network can be used for dynamically improving  zero trust related policies. These improvements could include the creation of new policies and enforcement of existing policies.
5.1.6.2
Relevant security mechanisms 
There are currently no standard procedures for data collection to improve overall core network security posture.

5.1.6.3
Evaluation 
Tenet 7 considers the enterprise network from a broader operational perspective. The tenet can be regarded as an overall directive for operator network to:

- facilitate data collection related to security posture, control plane network traffic (i.e., message exchanges between NFs) and access requests, 
- processing of data (based on operator specific implementation), and 
- use any insight gained to improve policy creation and enforcement (based on operator policies) in the 5GC.
The tenet reuses principles and mechanisms that are covered in details in other tenets such as tenet 5 and 6. Consequently, any provisions for such tenets would constitute the building blocks for tenet 7. Therefor, from a standardization perspective, no further actions are needed to address directly this tenet.

*** End of Changes****

