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1	Decision/action requested
Approve the changes in clause 4 for inclusion in the living CR of HONTRA.
2	References
[1]	S3-231926	SA3#110Ad-Hoc-e, Living CR of the HONTRA procedure
3	Rationale
Propose to add the link in SoR/UPU procedure to HONTRA.
If this is approved or revised then approved, propose to add the content to the living CR.
4	Detailed proposal
************ START OF 1st CHANGES ************
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The AUSF and the UE shall associate a 16-bit counter, CounterSoR, with the key KAUSF. 
The UE shall initialize the CounterSoR to 0x00 0x00 when the newly derived KAUSF is  stored (see clause 6.2.2.2). The UE shall store the SoR counter. If the USIM supports both 5G parameters storage and 5G parameters extended storage, then CounterSoR shall be stored in the USIM. Otherwise, CounterSoR shall be stored in the non-volatile memory of the ME
To generate the SoR-MAC-IAUSF, the AUSF shall use the CounterSoR. The CounterSoR shall be incremented by the AUSF for every new computation of the SoR-MAC-IAUSF. The CounterSoR is used as freshness input into SoR-MAC-IAUSF and SoR-MAC-IUE derivations as described in the Annex A.17 and Annex A.18 respectively, to mitigate the replay attack. The AUSF shall send the value of the CounterSoR (used to generate the SoR-MAC-IAUSF) along with the SoR-MAC-IAUSF to the UE. The UE shall only accept CounterSoR value that is greater than stored CounterSoR value. The UE shall store the received CounterSoR, only if the verification of the received SoR-MAC-IAUSF is successful. The UE shall use the stored CounterSoR received from the HPLMN, when deriving the SoR-MAC-IUE for the SoR acknowledgement.
The AUSF and the UE shall maintain the CounterSoR for lifetime of the KAUSF.
The AUSF that supports the control plane solution for steering of roaming shall initialize the CounterSoR to 0x00 0x01 when the newly derived KAUSF is stored (see clause 6.2.2.1). The AUSF shall set the CounterSoR to 0x00 0x02 after the first calculated SoR-MAC-IAUSF, and monotonically increment it for each additional calculated SoR-MAC-IAUSF. The SoR Counter value of 0x00 0x00 shall not be used to calculate the SoR-MAC-IAUSF and SoR-MAC-IUE. 
The AUSF shall suspend the SoR protection service for the UE, if the CounterSoR associated with the KAUSF of the UE, is about to wrap around. When a fresh KAUSF is generated for the UE, the CounterSoR at the AUSF is reset to 0x00 0x01 as defined above and the AUSF shall resume the SoR protection service for the UE. One of the methods to fresh the KAUSF is defined in clause 6.1.X, i.e. the AUSF aware of the CounterSoR is about to wrap around and request the UDM to trigger the primary authentication.
[bookmark: _Toc129956444][bookmark: _Toc51168203][bookmark: _Toc45274946][bookmark: _Toc45274359][bookmark: _Toc45028694][bookmark: _Toc35533351][bookmark: _Toc35528590][bookmark: _Toc26875839][bookmark: _Toc19634779]
************ End OF 1st CHANGES ************
************ START OF 2nd CHANGES ***********
6.15.2.2	UE Parameters Update Counter 
The AUSF and the UE shall associate a 16-bit counter, CounterUPU, with the key KAUSF. 
The UE shall initialize the CounterUPU to 0x00 0x00 when the newly derived KAUSF is stored (see clause 6.2.2.2). The UE shall store the UPU counter . If the USIM supports both 5G parameters storage and 5G parameters extended storage, then CounterUPU shall be stored in the USIM. Otherwise, CounterUPU shall be stored in the non-volatile memory of the ME.
To generate the UPU-MAC-IAUSF, the AUSF shall use the CounterUPU. The CounterUPU shall be incremented by the AUSF for every new computation of the UPU-MAC-IAUSF. The CounterUPU is used as freshness input into UPU-MAC-IAUSF and UPU-MAC-IUE derivations as described in the Annex A.19 and Annex A.20 respectively, to mitigate the replay attack. The AUSF shall send the value of the CounterUPU (used to generate the UPU-MAC-IAUSF) along with the UPU-MAC-IAUSF to the UE. The UE shall only accept CounterUPU value that is greater than stored CounterUPU value. The UE shall update the stored CounterUPU with the received CounterUPU, only if the verification of the received UPU-MAC-IAUSF is successful. The UE shall use the CounterUPU received from the UDM, when deriving the UPU-MAC-IUE for the UE Parameters Upadate Data acknowledgement.
The AUSF and the UE shall maintain the CounterUPU for lifetime of the KAUSF.
The AUSF that supports the UE parameters update using control plane procedure shall initialize the CounterUPU to 0x00 0x01 when the newly derived KAUSF is stored (see clause 6.2.2.1). The AUSF shall set the CounterUPU to 0x00 0x02 after the first calculated UPU-MAC-IAUSF, and monotonically increment it for each additional calculated UPU-MAC-IAUSF. The UPU Counter value of 0x00 0x00 shall not be used to calculate the UPU-MAC-IAUSF and UPU-MAC-IUE. 
The AUSF shall suspend the UE Parameters Update protection service for the UE, if the CounterUPU associated with the KAUSF of the UE, is about to wrap around. When a fresh KAUSF is generated for the UE, the CounterUPU at the AUSF is reset to 0x00 0x01 as defined above and the AUSF shall resume theUE Parameters Update protection service for the UE. One of the methods to fresh the KAUSF is defined in clause 6.1.X, i.e. the AUSF aware of the CounterUPU is about to wrap around and request the UDM to trigger the primary authentication.

************ END OF CHANGES************

