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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the TR 33.858.
2
References

NA

3
Rationale

This contribution proposes to address Editor’s Notes in solution#18, and add evaluations
The Editor’s Note about random number collision at TNGF can be addressed by the implementation, for example, try the keys one by one linking to the same random number.
4
Detailed proposal

***************** Start of Change *****************
6.18
Solution #18: UE creates the identifier in trusted non-3GPP access
6.18.1
Introduction 

This solution addresses key issue #1.
When anonymous SUCI is used as IDi sent in the IKEv2 message, the TNGF cannot get the right Key KTGNF, because different UE may use the same anonymous SUCI. This solution proposes the UE creates a random number that is included in both AN parameter and IDi payload, and the N3IWF can use the existing logic to find the Key KTGNF.
6.18.2
Solution details

This solution reuses the trusted non-3GPP access authentication procedure in clause 7.2A.1 of TS 33.501 [4] with the following modifications:

-
In step 5, when anonymous SUCI is used, the UE sets any random number into the UE ID of the AN parameters part.

NOTE: How to include the random number is not addressed in this solution, because it is in the scope of CT1. For example, CT1 may agree with a solution either put the UE ID together with the anonymous SUCI, or define a new IE.
-
In step 13b, the UE sets the ID type as ID_KEY-ID in this message and set its value equal to the random number as used in step 5.
NOTE：the random numbers assigned by different UEs may be the same, and the TNGF can address this issue by implementation, for example, try the keys one by one linking to the same random number.

6.18.3
System impact
The solution impacts on UE. 
The solution may impact on TNGF due to the different potential designs of sending the UE ID.
6.18.4
Evaluation

This solution addresses KI#1 when the anonymous SUCI is used in trusted non-3GPP access by UE sets a random number in the AN parameter and IDi payload. 

How to include the random number and whether it impacts on TNGF is stage3 work, thus this solution may or may not impact on the TNGF. 
The random numbers assigned by different UEs may be the same, and the TNGF can address this issue by implementation, for example, try the keys one by one linking to the same random number. 

***************** End of Change *****************
