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1
Decision/action requested

Approve the changes in clause 5 for inclusion in the living document: draftCR to TS 33.256.
2
References

N/A
3
Rationale

This contribution proposes to add clause to specify the security and privacy for DAA traffic broadcast communication.
4
Detailed proposal

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]
3GPP TS 23.256: "Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2".

[4]
3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".

[5]
3GPP TS 23.502: "Procedures for the 5G System (5GS)".

[6]
3GPP TS 22.125: "Uncrewed Aerial System (UAS) support in 3GPP".
[X]
3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
**** Start of the 2nd Change****
5.X.3
Broadcast mode A2X Direct Communication

This clause specifies the security requirements and the procedures of the Remote ID and DAA traffic broadcast communication.

5.X.3.a
Security and privacy for DAA traffic broadcast communication
This clause specifies the security requirements and the procedures of the DAA traffic broadcast communication.
5.X.3.a.1
Security requirements

No requirements are needed for securing the DAA traffic broadcast communication. 
The 5G System shall protect against linkability and trackability attacks on Layer-2 ID and IP address for DAA traffic broadcast communication.
5.X.3.a.2
Security procedures

There are no particular procedures defined for securing the DAA traffic broadcast communication. 
The broadcast mode security mechanism to randomise the UE’s source Layer-2 ID and source IP address including IP prefix (if used), as defined in clause 5.5 of TS 33.536 [X], is reused to protect the identity privacy for DAA traffic broadcast. 
**** End of Changes****
