3GPP TSG-SA3 Meeting #111 
S3-232711
Berlin, Germany, 22 -26 May 2023
(revision of S3-yyxxxx)
Source:
Huawei, HiSilicon
Title:
Conclusion for Implicit Authentication for Serving Network related to NSWO
Document for:
Approval

Agenda Item:
5.16
1
Decision/action requested

Approve the updated conclusion for key issue#1 in TR 33.858 [1].
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Rationale

As depicted in S3-232710 [2], an attack scenario for NSWO support in SNPN is: 

Pre-requisite: UE is configured with preferred SNPN list (SNPN 2 ID)
Attack method: According to clause 6.3.12b in TS 23.501, WLAN AN will broadcase serving SNPN ID in NSWO case. The malicous WLAN AN of SNPN 1 broadcast SNPN 2 ID, the UE could be tricked into connecting to the malicous WLAN AN and sending user plane data to it even though the UE does not intend to send data on SNPN 2. 
Impact: This will cause user plane data exposure of the UE.
Reason: Though SN name is used as input for key derivation, SN name in NSWO is a fixed value “5G:NSWO”, and is not bind to serving network. So, the serving network is not implicitly authenticated.
This attack should be addressed, otherwise, it may cause big privacy issue in SNPN case. Thus, it is proposed to address this issue in normative work.
4
Detailed proposal

*************** Start of 1st Change ****************
7.1.5 Conclusion for NSWO support in SNPN

The solutions support usage of anonymous SUCI if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.

Solution #9 is selected as basis for normative work with respect to the aspects of supporting NSWO in SNPN that has AUSF/UDM.

How the UDM selects authentication method in case of anonymous SUCI is to be specified as part of normative work.
Solution #14 is selected as basis for normative work with respect to the aspects of supporting NSWO in SNPN using a  CH with AUSF/UDM.

Solution #15 is selected as basis for normative work with respect to the aspects of supporting NSWO in SNPN using SNPN credentials from CH AAA.
How to address implicit authentication for serving network is to be specified as part of normative work.
*************** End of 1st Change ****************
