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1
Decision/action requested

It is requested to approve the conclusion presented for KI#1
2
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3
Rationale

The contribution proposes to resolve the EN in conclusion for KI#3:

Editor’s Note: Whether vendor id is used for authorization of NF service consumer is FFS and needs to align with SA2.
According to SA2’s conclusion, 

-
During registration of NWDAF containing MTLF with NRF, Interoperability indicator and optional Interoperability token to trained ML model sharing are provided as part of NF profile to the NRF.
-
During NWDAF containing MTLF discovery procedure, the consumer i.e. NWDAF may include Interoperability indicator and optional Interoperability token per Analytics ID(s) in the discovery request.
The general call flow defined is below, 

1)       MTLF registers its MTLF’s interoperability indicator for analytics on the NRF.

2)       Consumer discoveries MTLF using its interoperability indicator for the analytics on NRF.

3)       NRF compares indicators from consumer and stored MTLFs, and returns back one of MTLF’s ID.

The SA2’s conclusion implies that NRF has performed authorization using interoperability indicator from MTLF and AnLF during MTLF discovery procedure.
Besides, since interoperability indicator includes a list of vendor ID, it is also fine to perform additional authorization based on AnLF’s vendor ID and MTLF’s interoperability indicator
As described in TS 29.510 [2], vendor ID is one of IEs in the NF profile, so NF service consumer can send it in the NRF in registration procedure.
So, it is proposed that MTLF to perform authorization based on both interoperability indicator and vendor ID.
4
Detailed proposal

************ START OF CHANGES ************

7.3
Conclusion on Key Issue #3 "Security for AI/ML model storage and sharing"
The conclusions for KI#3 are:

-
Authorization of the model retrieval at the NRF uses OAuth 2.0 token-based authorization. The NRF uses information provided by the NF service producer (NWDAF MTLF) and information provided by the NF service consumer (e.g. NWDAF AnLF).

- 
The NF service producer (NWDAF MTLF) needs to be registered in the NRF, indicating the NF service producer information (e.g. interoperability indicator). The NF service consumer (e.g. NWDAF AnLF) needs to be registered in the NRF as OAuth 2.0 client, indicating the NF service consumer’s vendor ID. The NF service consumer (e.g. NWDAF AnLF) may indicate its interoperability indicator in discovery procedure. The vendor ID and the interoperability indicator are used by the NRF to decide whether the consumer is authorized.

-
The model is stored in encrypted format unless both the AI/ML model producer (NWDAF MtLF) and storage platform (ADRF) are part of the same system and belong to the same vendor and operator security domain.



Storage of the model in encrypted format can be required by the trust model established to store and share AI/ML models. The trust model between AI/ML NF producer (NWDAF MtLF), storage platform (ADRF) and NF consumer (e.g., AnLF) is to be determined during the implementation phase among operator and the providers of the different platforms (MtLF, AnLF, ADRF). 

-
As per the request of Analytics Id by the NFc, the MTLF performs authorization of the corresponding model retrieval per selected model.


NOTE: the model delivery procedure is to be defined by 3GPP SA2. 

-
The granularity of the authorization at AI/ML model level is performed at MtLF.

-
ADRF verifies that the requested AI/ML model can be retrieved by the NF consumer(s) (MTLF or AnLF), based on the decision by the MtLF.
************ END OF CHANGES **************
