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*** BEGIN CHANGES ***

6.6	Security for 5G ProSe UE-to-UE Relay Communication
[bookmark: _Toc106364514][bookmark: _Toc129959838]6.6.1	General
[bookmark: _Toc106364515][bookmark: _Toc129959839]Editor’s Note: This clause describes the general description of the security for 5G ProSe UE-to-UE Relay Communication.
6.6.2	Security requirements
[bookmark: _Toc106364516][bookmark: _Toc129959840]Editor’s Note: This clause describes the security requirements for 5G ProSe UE-to-UE Relay Communication.
6.6.3	Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay
[bookmark: _Toc106364517][bookmark: _Toc129959841]6.6.3.1	Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay with network assistance
Editor’s Note: This clause describes the security procedure for 5G ProSe PC5 Communication when the 5G ProSe Layer-3 UE-to-UE Relay is in coverage.
Both user-plane (UP) based and control-plane (CP) based procedures can be used for 5G ProSe UE-to-UE Relay authorization and security establishment, when 5G ProSe Layer-3 UE-to-UE Relay is in 3GPP coverage. 
The procedure applies similar security establishment steps as specified in clause 6.3.3, where the 5G ProSe End UE (i.e. source 5G ProSe End UE and target 5G ProSe End UE) acts as 5G ProSe Remote UE and the 5G ProSe UE-to-UE Relay acts as 5G ProSe UE-to-Network Relay.
6.6.3.1.1	PC5 security establishment for 5G ProSe UE-to-UE relay communication over User Plane
Figure 6.6.3.1.1-1 shows the PC5 security establishment procedure for 5G ProSe UE-to-UE Relay communication over User Plane. The procedure includes how 5G ProSe End UE and 5G ProSe UE-to-UE Relay get authorized by the 5G ProSe Key Management Function (5G PKMF) and verify each other's roles.



Figure 6.6.3.1.1-1: PC5 security establishment procedure for 5G ProSe UE-to-UE Relay communication over User Plane
The 5G ProSe End UE is provisioned with the discovery security materials (see clause 6.1.3.3) and Prose Remote User Key (UP-PRUK) when it is in coverage. These security materials are associated with an expiration time, after which they become invalid. If the UE does not have valid discovery security materials, the 5G ProSe End UE needs to connect to the 5G PKMF and obtain fresh ones to use the 5G ProSe UE-to-UE Relay services.
NOTE 1:	The procedure is described for the scenario that the 5G PKMF of the 5G ProSe End UE is different from the 5G PKMF of the 5G ProSe UE-to-UE Relay. If both the 5G ProSe End UE and the 5G ProSe UE-to-UE Relay are served by a single 5G PKMF, the 5G PKMF takes the role of the 5G PKMF of the 5G ProSe End UE and the 5G PKMF of the 5G ProSe UE-to-UE Relay and the inter-5G PKMF message exchanges are not needed.
NOTE 2:	Steps 0 and step1 are performed when the 5G ProSe End UE and 5G ProSe UE-to-UE relay is in coverage.
0.	The 5G ProSe End UE and 5G ProSe UE-to-UE Relay gets the 5G PKMF address, and the discovery security materials with the procedure as specified in step 0 of clause 6.3.3.2.2. 
1.	The 5G ProSe End UE gets its UP-PRUK and UP-PRUK ID from its 5G PKMF with the procedure as specified in step 1 of clause 6.3.3.2.2. 
UP-PRUK ID shall take the form of the NAI format. The realm part shall include Home Network Identifier (i.e. HPLMN ID).
2.	The discovery procedure is performed between the 5G ProSe End UEs and the 5G ProSe UE-to-UE Relay using the discovery parameters and discovery security material as described in clause 6.1.3.3. If the 5G ProSe UE-to-UE Relay is in 3GPP coverage, it indicates PC5 security establishment for 5G ProSe UE-to-UE relay communication with network assistance is supported in the discovery message.
3.	If the 5G ProSe UE-to-UE Relay supports PC5 security establishment for 5G ProSe UE-to-UE relay communication with network assistance, the source 5G ProSe End UE sends a Direct Communication Request that contains UP-PRUK ID or SUCI of the source 5G ProSe End UE, Relay Service Code of the 5G ProSe UE-to-UE Relay service and KNRP freshness parameter 1 to the 5G ProSe UE-to-UE Relay. The source 5G ProSe End UE shall include its security capabilities and PC5 signalling security policy as specified in clause 6.2.3. The privacy and integrity protection of DCR are described in clause 6.3.5.
4-5.	The key establishment procedure for the first hop PC5 link (between the source 5G ProSe End UE  and 5G ProSe UE-to-UE Relay) is performed as specified in step 4 to step 5 of clause 6.3.3.2.2. 
	Successful verification of Direct Security Mode Command procedure assures the source 5G ProSe End UE  and the 5G ProSe UE-to-UE Relay to verify each other's roles for the UE-to-UE relay service.
6.	After successful Direct Security Mode Command procedure for the first hop PC5 link, the 5G ProSe UE-to-UE Relay sends a Direct Communication Request that contains Relay Service Code of the 5G ProSe UE-to-UE Relay service and an indicator for the second hop PC5 link security establishment request to the target 5G ProSe End UE, to trigger the second hop PC5 link (between the target 5G ProSe End UE and 5G ProSe UE-to-UE Relay) security establishment procedure. The privacy and integrity protection of DCR are described in clause 6.3.5.
7.	The target 5G ProSe End UE sends a Direct Communication Security Request that contains UP-PRUK ID or SUCI of the target 5G ProSe End UE, Relay Service Code of the 5G ProSe UE-to-UE Relay service and KNRP freshness parameter 1’ to the 5G ProSe UE-to-UE Relay. The target 5G ProSe End UE shall include its security capabilities and PC5 signalling security policy in the message.
8-9.	The key establishment procedure for the second hop PC5 link is performed as specified in step 4 to step 5 of clause 6.3.3.2.2, with KNRP freshness parameter 1’ handled as KNRP freshness parameter 1 and KNRP freshness parameter 2’ handled as KNRP freshness parameter 2. 
	Successful verification of Direct Security Mode Command procedure assures the target 5G ProSe End UE and the 5G ProSe UE-to-UE Relay to verify each other's roles for the UE-to-UE relay service.
10.	After successful Direct Security Mode Command procedure for the second hop PC5 link, the 5G ProSe UE-to-UE Relay sends a Direct Communication Security Accept to the target 5G ProSe End UE.
11.	The target 5G ProSe End UE sends a Direct Communication Accept to the 5G ProSe UE-to-UE Relay.
12.	After receiving the Direct Communication Accept message from the target 5G ProSe End UE, the 5G ProSe UE-to-UE Relay sends a Direct Communication Accept message to the source 5G ProSe End UE.


6.6.3.1.2	PC5 security establishment for 5G ProSe UE-to-UE relay communication over Control Plane
Figure 6.6.3.1.2-1 shows the PC5 security establishment procedure for 5G ProSe UE-to-UE Relay communication over Control Plane. The procedure includes how the 5G ProSe End UE is authenticated by the AUSF of the 5G ProSe End UE via the 5G ProSe UE-to-UE Relay and the AMF of the 5G ProSe UE-to-UE Relay during 5G ProSe PC5 security establishment. 
 


Figure 6.6.3.1.2-1: PC5 security establishment procedure for 5G ProSe UE-to-UE Relay communication over Control Plane

The 5G ProSe End UE is provisioned with the discovery security materials (see clause 6.1.3.3). These security materials are associated with an expiration time, after which they become invalid. If the UE does not have valid discovery security materials, the 5G ProSe End UE needs to connect to the 5G DDNMF and obtain fresh ones to use the 5G ProSe UE-to-UE Relay services.
NOTE1:	Steps 1 is performed when the 5G ProSe End UE and 5G ProSe UE-to-UE relay is in coverage.
0.	The 5G ProSe End UE and the 5G ProSe UE-to-UE Relay shall be registered with the network. The 5G ProSe UE-to-UE Relay shall be authenticated and authorized by the network to provide UE-to-UE Relay service. The 5G ProSe End UE shall be authenticated and authorized by the network to receive UE-to-UE Relay service. PC5 security policies are provisioned to the 5G ProSe End UE and the 5G ProSe UE-to-UE Relay respectively during this authorization and information provisioning procedure.
1.	The 5G ProSe End UE and 5G ProSe UE-to-UE Relay get the discovery security materials with the procedure as specified in clause 6.1.3.3. 
2.	The discovery procedure is performed between the 5G ProSe End UEs and the 5G ProSe UE-to-UE Relay using the discovery parameters and discovery security material as described in clause 6.1.3.3. If the 5G ProSe UE-to-UE Relay is in 3GPP coverage, it indicates PC5 security establishment for 5G ProSe UE-to-UE relay communication with network assistance is supported in the discovery message.
3.	If the 5G ProSe UE-to-UE Relay supports PC5 security establishment for 5G ProSe UE-to-UE relay communication with network assistance, the source 5G ProSe End UE sends a Direct Communication Request that contains CP-PRUK ID or SUCI of the source 5G ProSe End UE, Relay Service Code of the 5G ProSe UE-to-UE Relay service and Nonce_1 to the 5G ProSe UE-to-UE Relay. The source 5G ProSe End UE shall include its security capabilities and PC5 signalling security policy in the DCR message as specified in clause 6.2.3. The privacy and integrity protection of DCR are described in clause 6.3.5.
4-5.	The first hop PC5 link (between the source 5G ProSe End UE and 5G ProSe UE-to-UE Relay) security establishment procedure is performed as specified in step 3 to step 16 of clause 6.3.3.3.2. 
	Successful verification of Direct Security Mode Command procedure assures the source 5G ProSe End UE  and the 5G ProSe UE-to-UE Relay to verify each other's roles for the UE-to-UE relay service.
6.	After successful Direct Security Mode Command procedure for the first hop PC5 link, the 5G ProSe UE-to-UE Relay sends a Direct Communication Request that contains Relay Service Code of the 5G ProSe UE-to-UE Relay service and an indicator for the second hop PC5 link security establishment request to the target 5G ProSe End UE, to trigger the second hop PC5 link (between the target 5G ProSe End UE and 5G ProSe UE-to-UE Relay) security establishment procedure. The privacy and integrity protection of DCR are described in clause 6.3.5.
7.	The target 5G ProSe End UE sends a Direct Communication Security Request that contains CP-PRUK ID or SUCI of the target 5G ProSe End UE, Relay Service Code of the 5G ProSe UE-to-UE Relay service and Nonce_1’ to the 5G ProSe UE-to-UE Relay. The target 5G ProSe End UE shall include its security capabilities and PC5 signalling security policy in the message.
8-9.	The second hop PC5 link security establishment procedure is performed as specified in step 3 to step 16 of clause 6.3.3.3.2, with Nonce_1’ handled as Nonce_1 and Nonce_2’ handled as Nonce_2. 
	Successful verification of Direct Security Mode Command procedure assures the target 5G ProSe End UE and the 5G ProSe UE-to-UE Relay to verify each other's roles for the UE-to-UE relay service.
10.	After successful Direct Security Mode Command procedure for the second hop PC5 link, the 5G ProSe UE-to-UE Relay sends a Direct Communication Security Accept to the target 5G ProSe End UE.
11.	The target 5G ProSe End UE sends a Direct Communication Accept to the 5G ProSe UE-to-UE Relay.
12.	After receiving the Direct Communication Accept message from the target 5G ProSe End UE, the 5G ProSe UE-to-UE Relay sends a Direct Communication Accept message to the source 5G ProSe End UE.


*** END CHANGES ***
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