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1	Decision/action requested
This paper proposes an update to solution #31.
2	References
[1]	3GPP TR 23.700-33 
[2]	3GPP TR 33.740 
3	Rationale
[bookmark: _Hlk134433541]A U2U relay can support PC5 security methods with network assistance and without network assistance for a single RSC. It is our view that, in normal case a U2U relay could indicate in the discovery message to the End UEs which security method can be used (with network assistance and without network assistance), e.g. indicating PC5 security method with network assistance can be used when the U2U relay is in coverage. 
[bookmark: _Hlk134433513]However, for 5G ProSe UE-to-UE Relay Communication with integrated Discovery, when an End UE allows a UE-to-UE relay to be involved in the Direct Communication Request to the other End UE, the UE broadcasts Direct Communication Request message, without performing discovery of U2U relay beforehand. I.e. there is no way for the End UE to be aware of which security method can be used (with network assistance and without network assistance) and which security material should be included in the DCR.
This paper proposes updates to cover this issue. 
The paper proposes to remove the following EN, since detail parameters of DCR has been specified in SA2 TS 23.304.  
Editor's Note: The details of Direct Communication Request message (e.g. Application ID) is FFS.
The paper also proposes to define new security specific messages, i.e., new messages Direct Communication Security Request and Direct Communication Security Accept to replace Direct Communication Invite message. These new messages would then have no impacts on the existing Direct Communication Request/Accept procedure in SA2 specification. Therefore, the following EN is removed.
Editor’s note: The need for the new Direct Communication Invite message is FFS in coordination with SA2.
4	Detailed proposal

**** START OF CHANGE ****
[bookmark: _Toc128427547][bookmark: _Toc133238321][bookmark: _Toc133238804]6.31	Solution #31: Security for discovery integrated into PC5 link establishment when L3 UE-to-UE relay is in coverage 
[bookmark: _Toc128427548][bookmark: _Toc133238322][bookmark: _Toc133238805]6.31.1	Introduction
The solution addresses Key Issue #1: Security for UE-to-UE Relay discovery and Key Issue #2: Security of UE-to-UE Relay. 
SA2 has concluded to support discovery integrated into PC5 unicast link establishment procedure in the UE-to-UE Relay scenario. It largely reuses the mechanism of Restricted Discovery procedure and Direct Security Establishment procedure defined in TS 33.503 [6]. 
This solution addresses a L3 UE-to-UE relay. For L3 UE-to-UE relay use cases, the L3 UE-to-UE relay may be in or out of 3GPP coverage. This solution provides a mechanism for PC5 security setup procedure between a source UE or target UE and a L3 UE-to-UE relay when the L3 UE-to-UE relay is in 3GPP coverage. The solution is based on Solution #1 Alternative 1 of TR 23.700-33 [1].
This solution assumes 5GC NFs e.g., 5GDDNMF and PKMF are deployed in the network.
[bookmark: _Toc128427549][bookmark: _Toc133238323][bookmark: _Toc133238806]6.31.2	Solution details
[bookmark: _Toc128427550][bookmark: _Toc133238324][bookmark: _Toc133238807][bookmark: _Hlk134434365]6.31.2.1	Procedure for PC5 security establishment between the 5G ProSe Source UE and 5G ProSe UE-to-UE Relay and between the 5G ProSe Target UE and 5G ProSe UE-to-UE Relay
Figure 6.31.2.1-1 illustrates the high-level procedure of the proposed solution.




Figure 6.31.2.1-1: High-level procedure of PC5 security between Source/Target UE and UE-to-UE relay
1. 	The 5G ProSe Source/Target UE and UE-to-UE relay1/UE-to-UE relay2 are provisioned with the discovery security materials, PC5 security policies and/or PRUK when they are in coverage. 
2. The 5G ProSe Source UE wants to establish unicast communication with the 5G ProSe Target UE via a UE-to-UE relay. The Source UE broadcasts Direct Communication Request message. The 5G ProSe Source UE includes source UE info, target UE info, Application ID, as well as Relay Service Code. The 5G ProSe source UE determines to use a security method either with network assistance or without network assistance based on local configuration and its own knowledge of existence of 5G ProSe UE-to-UE relays supporting security methods either with network assistance or without network assistance e.g. based on previous PC5 discovery procedure or PC5 communication procedure. In this solution iIt is assumed that a security method with network assistance (i.e. UP or CP based security) is used and that the UP-/CP-PRUK of the 5G ProSe Source UE is used as root for the PC5 security with the UE-to-UE relay selected by the 5G ProSe Target UE. The 5G ProSe Source UE includes also UP-/CP-PRUK ID or SUCI of the 5G ProSe Source UE, key freshenesss parameter to establish PC5 security as described in TS33.503 [6]. The message will be received by UE-to-UE relay-1, UE-to-UE relay-2. The User Info ID of 5G ProSe Source UE/5G ProSe Target UE are protected by the code security parameters as defined in the TS 33.503 [6]. Other parameters included in the Direct Communication Request message are defined in SA2.
Editor's Note: The details of Direct Communication Request message (e.g. Application ID) is FFS.
3. Only UE-to-UE relays supporting the indicated security method (i.e. with network assistance) and which are in 3GPP coverage should respond to the broadcasted Direct Communication Request message and proceed. Otherwise, the UE-to-UE relays shall ignore this broadcasted Direct Communication Request message. In this solution, it is assumed that both UE-to-UE relay-1 and the UE-to-UE relay-2 supporting the security method with network assistance and in 3gpp coverage. The UE-to-UE relay-1 and the UE-to-UE relay-2 decide to participate in the procedure. They broadcast a new Direct Communication Invite Request message in their proximity to the 5G ProSe Target UE. The Relay UE includes source UE info, target UE info and Relay UE info (e.g. Relay UE ID) in the message and use Relay's L2 address as the source Layer-2 ID. The UE-to-UE Relay-1 or the UE-to-UE Relay-2 which is in 3GPP coverage, also indicates in the Direct Communication Request message whether network-based Relay service authentication and authorization is supported for UE-to-UE relay.
Editor’s note: The need for the new Direct Communication Invite message is FFS in coordination with SA2.
4. The 5G ProSe Target UE receives the Direct Communication Request Invite messages from UE-to-UE relay1 and UE-to-UE relay2 and selects UE-to-UE relay-2. The selection of UE-to-UE relay may take into account the indication included the Direct Communication Request message whether network-based Relay service authentication and authorization is supported for UE-to-UE relays. If the UE-to-UE relay-2 has indicated in the Direct Communication Request message it’s support for network-based Relay service authentication and authorization, then the 5G ProSe target UE, if supporting network-based Relay service authentication and authorization, shall use It is assumed the UP-/CP-PRUK of 5G ProSe Target UE is used as root for the PC5 security established with the UE-to-UE relay-2. thus tThe 5G ProSe Target UE sends another a new Direct Communication Security Request to the UE-to-UE relay-2 with UP-/CP-PRUK ID or SUCI of Target UE, key freshenesss parameter and RSC to establish PC5 security as described in TS33.503 [6].
5. The 5G ProSe UE-to-UE relay-2 sends a Key Request message that contains PRUK ID or SUCI of the 5G ProSe Target UE, key freshenesss parameter and RSC received in step 4 to the 5GC.
6. The 5GC sends the Key Response message to the 5G ProSe UE-to-UE relay-2, which includes a key derived from PRUK i.e. KNRP. 
7a. The 5G ProSe UE-to-UE relay-2 shall derive the session key from KNRP and then derive the confidentiality key and integrity key. The 5G ProSe UE-to-UE relay-2 sends a Direct Security Mode Command message to the 5G ProSe Target UE.
7b. The 5G ProSe Target UE shall derive the KNRP from its PRUK and then derive the session key from KNRP and the confidentiality key and integrity key in the same manner as the 5G ProSe UE-to-UE Relay and process the Direct Security Mode Command. Successful verification of the Direct Security Mode Command assures the 5G ProSe Target UE that the 5G ProSe UE-to-UE relay-2 is authorized to provide the UE-to-UE relay service.	
7c. The 5G ProSe Target UE responds with a Direct Security Mode Complete message to the 5G ProSe UE‑to-UE relay-2.
7d.	On receiving the Direct Security Mode Complete message, the 5G ProSe UE-to-UE relay-2 shall verify the Direct Security Mode Complete message. Successful verification of the Direct Security Mode Complete message assures the 5G ProSe UE-to-UE relay-2 that the 5G ProSe Target UE is authorized to get the UE-to-UE relay service.
8.	After successful verification, the 5G ProSe UE-to-UE relay-2 UE responds with a Direct Communication Security Accept message to the 5G ProSe Target UE, and the 5G ProSe Target UE sends Direct Communication Accept message to the 5G ProSe UE-to-UE relay-2  to complete the PC5 connection establishment procedure. 
9. The 5G ProSe UE-to-UE relay-2 sends another Key Request message that contains PRUK ID or SUCI of the 5G ProSe Source UE, key freshenesss parameter and RSC received in step 2, to the 5GC.
10. The 5GC sends the Key Response message to the 5G ProSe UE-to-UE relay-2, which includes a key derived from PRUK i.e. KNRP. 
11a. The 5G ProSe UE-to-UE relay-2 shall derive the session key from KNRP and then derive the confidentiality key and integrity key. The 5G ProSe UE-to-UE relay-2 sends a Direct Security Mode Command message to the 5G ProSe Source UE.
11b. The 5G ProSe Source UE shall derive the KNRP from its PRUK and then derive the session key from KNRP and the confidentiality key and integrity key in the same manner as the 5G ProSe UE-to-UE relay-2 and process the Direct Security Mode Command. Successful verification of the Direct Security Mode Command assures the 5G ProSe Source UE that the 5G ProSe UE-to-UE relay-2 is authorized to provide the UE-to-UE relay service.	
11c. The 5G ProSe Source UE responds with a Direct Security Mode Complete message to the 5G ProSe UE‑to-UE relay-2.
11d. On receiving the Direct Security Mode Complete message, the 5G ProSe UE-to-UE relay-2 shall verify the Direct Security Mode Complete message. Successful verification of the Direct Security Mode Complete message assures the 5G ProSe UE-to-UE relay-2 that the 5G ProSe Source UE is authorized to get the UE-to-UE relay service.
12. After successful verification, the 5G ProSe UE-to-UE relay-2 responds with a Direct Communication Accept message to the 5G ProSe Source UE to complete the PC5 connection establishment procedure. 
The authorization between UEs is described in steps 7b/7d and stes 11b/11d, which are following the same practice of UE-to-network relay in R17 as described in TS 33.503.
[bookmark: _Toc128427551][bookmark: _Toc133238325][bookmark: _Toc133238808]6.31.3	Evaluation
This solution is for commercial services and public safety and supports the PC5 communication with a UE-to-UE Relay capable with network-based Relay service authentication and authorization similar to the UE-to-network relay as described in clauses 6.3.3.2.2 and 6.3.3.3.2 in TS 33.503 for the PC5 security establishment when in 3GPP coverage.
This solution only works when the UE-to-UE relay is located within network’s coverage area. The 5G ProSe Source/Target and UE-to-UE relay need to store security materials dedicated to the In-Coverage scenario. Apart from the PC5 signalling, additional user plane/signalling interactions with the network are required in this mechanism. 
This solution supports per-hop links setup. The Source UE initiates the PC5 security link setup with UE-to-UE Relay (first hop) similar to the UE-to-network relay as defined in TS 33.503. And the UE-to-UE Relay initiates the PC5 security link setup with the Target UE (second hop). After the Security Establishment procedure is completed between the UE-to-UE Relay and the Target UE, the UE-to-UE Relay continues the PC5 security link setup with the Source UE. 
In order to trigger the Target UE to initiate the second hop PC5 link security establishment procedurea DCR message, the UE-to-UE Relay could send a new Direct Communication Request Invite message that contains Relay Service Code to the 5G ProSe Target UE. The 5G ProSe target UE then sends a new Direct Communication Security Request to the 5G ProSe Target UE to trigger the second hop PC5 link security establishment procedure. The need for this new message can be decided during normative work. 
This solution is not aligned with TR 23.700-33 [2]. More specifically, the DCR message sent by Target UE and the DCA sent by U2U Relay is not aligned with TR 23.700-33 [2].
The 5G ProSe source UE determines to use a security method either with network assistance or without network assistance based on local configuration and its own knowledge, and in this solution it is assumed that a security method with network assistance is used and that the PRUK of the 5G ProSe Source UE is used as root for the PC5 security with the UE-to-UE relay selected by the 5G ProSe Target UE.
Only UE-to-UE relays supporting the indicated security method (i.e. with network assistance) and which is in 3GPP coverage should respond to the broadcasted Direct Communication Request message and proceed. Otherwise, the UE-to-UE relay shall ignore this broadcasted Direct Communication Request message.The UE-to-UE Relay which is in 3GPP coverage, also indicates in the Direct Communication Request message to the target UE whether network-based Relay service authentication and authorization is supported for UE-to-UE relay. If the UE-to-UE relay-2 has indicated in the Direct Communication Request message it’s support for network-based Relay service authentication and authorization, then the 5G ProSe target UE shall use the PRUK of 5G ProSe Target UE as root for the PC5 security established with the UE-to-UE relay-2.

Editor's Note: Further evaluation is FFS.
**** END OF CHANGE ****
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