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*** BEGIN CHANGES ***

X.b	Authorization of selection of participant NWDAF instances in the Federated Learning group 
Editor’s Note: This clause captures the authorization of selection of participant NWDAF instances in the Federated Learning group.



Figure X.9-1: NWDAF AnLF/NWDAF MTLF (FL Server) Authorization to receive services from NWDAF MTLF (FL Server)/NWDAF MTLF (FL Client)

In order to discover an NWDAF containing MTLF with Federated Learning (FL) capability via NRF:
- An NWDAF containing MTLF supporting Federated Learning as a server or client shall additionally include Federated Learning capability type (i.e., Federated Learning server), and Analytics ID during the registration procedure, as per clause 6.2C of TS 23.288[XX]..
If the ML model requires Federated Learning, the NWDAF shall register with NRF, and if the NWDAF MTLF has Federated Learning server capability, it shall discover and select other NWDAFs MTLF as Federated Learning client(s) from NRF. If the NWDAF MTLF doesn't have Federated Learning server capability, it shall discover and select the Federated Learning server from NRF..
1-3. The NF(NWDAF AnLF or MTLF) Service Consumer shall send a request to the NRF to receive an access token to request NWDAF MTLF (FL Server) services. After verifying, the NRF shall generate an access token that includes NWDAF MTLF (FL Server specific token) and send it to the NF(NWDAF ANLF OR MTLF) Service Consumer.
4. The NF(NWDAF AnLF OR MTLF) Service Consumer shall initiate an NF service request to the NWDAF MTLF (FL Server), including the access_token_nwdaf. The NF(NWDAF AnLF OR MTLF) Service Consumer shall also generate a Client Credentials Assertion (CCA) token (CCA_NWDAF) and include it in the request message to authenticate itself towards the NF Service Producers.
5. The NWDAF MTLF (FL Server) shall verify if the access_token_nwdaf is valid and start the FL group.
NOTE: The NF Service Consumer should request the NRF to receive an access token for requesting NWDAF MTLF (FL Server) services. After verifying the request, the NRF should generate an access token that includes NWDAF MTLF (FL Server) specific token and send it to the NF Service Consumer.
6. If the NWDAF MTLF (FL Server) determines to start the FL group for analytics id, the NWDAF MTLF (FL Server) shall send a Nnrf_AccessToken_Get request to NRF, including the information to identify the target NF (NWDAF MTLF (FL Client)), the source NF (NWDAF AnLF OR MTLF) Service Consumer, the NF Instance ID of NWDAF MTLF (FL Server), Analytics ID, FL local model training service type, FL group ID, and the CCA_NWDAF provided by the NF(NWDAF AnLF OR MTLF) Service Consumer.
7. The NRF shall check whether the NWDAF MTLF (FL Server) and the NF(NWDAF ANLF OR MTLF) Service Consumer are allowed to access the service provided by the identified NF Service Producers (NWDAF MTLF (FL Client)) for the given Analytics ID included in step 6. NRF shall authenticate both NWDAF MTLF (FL Server) and NWDAF (FL consumer, e.g., AnLF) based on one of the SBA methods described in clause 13.3.1.2 of TS 33.501. NWDAF MTLF (FL Server) MAY include an additional CCA for authentication.
8. After successful verification, the NRF shall generate and provide an access token to the NWDAF MTLF (FL Server). 
Editor’s Note: The additional claims in the token such as analytics ID, FL group ID are based on the conclusion of security of model sharing
The claims in the token include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF type of the NF Service Producer (audience), expected service name(s), (scope), expiration time (expiration), FL group ID, Analytics ID(s), ML model ID(s), and optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources), with NF(NWDAF AnLF OR MTLF) Service Consumer Instance (subject), to authorize both NF(NWDAF AnLF OR MTLF) Service Consumer (e.g., NWDAF) and NWDAF MTLF (FL Server) to consume the services of NWDAF MTLF (FL Client).
9. The NWDAF MTLF (FL Server) finalizes the FL group by selecting NWDAF MTLF (FL Client) from the list received from NRF.
10. The NWDAF MTLF (FL Server) requests service (i.e., local model updates) from the selected NWDAF MTLF (FL Client), including CCA_NWDAF for authentication of the NF Service Consumer (e.g., NWDAF) by the NF Service Producer(s) (e.g., NWDAF ANLF or MTLF).
11. The selected NWDAF MTLF (FL Client) authenticates the NF Service Consumer (e.g., NWDAF ANLF or MTLF) and verifies the access token, ensuring that the NWDAF MTLF (FL Server) identity, FL group ID, Analytics ID(s), and ML model ID(s) are included as access token additional claims.
12. The NWDAF MTLF (FL Server) aggregates the local model updates to generate a global model update and sends the updated global model to the NWDAF AnLF or MTLF. Rest of the procedure is done as per clause 6.2C of TS 23.288[XX]

*** END CHANGES ***
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