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1	Decision/action requested
It is proposed to approve the change described in this document.
2	References
[1]	
3	Rationale
[bookmark: _GoBack]The initial solution was submitted and discussed in the last meeting. This contribution is a revision and addresses further comments received. 
4	Detailed proposal
pCR
***  BEGINNING OF CHANGES  ***
[bookmark: scope][bookmark: _Toc128167772][bookmark: _Toc128167863][bookmark: _Toc107826367][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071]6.Y	Solution #Y: Application identification
[bookmark: _Toc128167773][bookmark: _Toc128167864]6.Y.1	Introduction
[bookmark: _Toc128167774][bookmark: _Toc128167865]This solution proposes additional identification information in URSP to allow a UE to uniquely identify an application. 
6.Y.2	Solution details
[bookmark: _Hlk126673076]The application descriptor, i.e the application identity, defined in TS 23.503 [2] consists of the OSId and the OSAppId. They are supposed to identify the UE's operating system (OS) and the application running on the OS respectively. Since this application descriptor is not sufficient to uniquely identify the traffic of the application, it is proposed in this solution an additional parameter for identification, i.e. the App Store where the application is installed. An application that is published in an App Store can be identified uniquely by the App Store. The App Store procedures can ensure integrity protection.
The URSP rule delivery procedure is kept as is, except that the App Store name is included as part of the application descriptor. 
NOTE 1: Whether to include the App Store name can be decided by the operator. 
[bookmark: _Toc128167775][bookmark: _Toc128167866]6.Y.2.1	Integrity of the application identity
In general, an application identity may be subject to tempering in two phases, during develop/publish/installation and during usage.  
A. during development/publishing/installation
The integrity of an application identity can be guaranteed by signing the application identity digitally and the corresponding verification process. This has been the general practice of popular App Stores, e.g. Google Play, Apple Store, AppGallery etc. In this solution, it is assumed that the App Store will provide such integrity protection. 
B. during usage of App
A malious app can be installed on a UE that has a different identity than that of a genuine application. During the usage of the app and interactions between the app and the OS, it is possible for the malicious app to try to masquerade a genuine app with aquired genuine applications’ identities. In this case, the UE needs to secure 1) the interface between the app and the OS, and 2) provide integrity protection to and verify the information (e.g. application identity) exchanged though the interface. While both security meausres can be provided by the OS on the UE, it is either assumed in this solution or can be set as a security requirement by the operator.    
NOTE 2: It is assumed that the OS is not compromised. 
6.Y.3	Evaluation
The solution allows the URSP and UE to identify an application traffic uniquely. 
The UE and the PCF need to be able to identify the application store and the UE needs to be able to identify from where and how the application got installed on the UE.
This addresses the KI #1 with mininmum changes to the specification and implementation. 

	***	END OF CHANGES	***
	

