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1
Decision/action requested

This pCR propose to update clause 6.6.4 to 5G_ProSe_Ph2 living doc.
2
References

[1]
S3-232142
3
Rationale

This pCR propose to add some description about the security for 5G prose U2U layer 2 relay communication based on the TR conclusion.
4
Detailed proposal

************ START OF CHANGE 1************

6.6.4
Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-UE Relay

Editor’s Note: This clause describes the security procedure for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-UE Relay.
Regarding End-to-End security:

For L2 relay, the End UEs (Source UE and/or Target UE) reuse the unicast mode security mechanism defined in clause 5.3.3.1 of TS 33.536 [x] to establish a secure connection via the Relay UE.
6.6.4.1
Security procedure for 5G ProSe Layer-2 UE-to-UE Relay

Editor’s Note: This clause describes the security procedure for 5G ProSe Layer-2 UE-to-UE Relay.
Regarding hop-by-hop security during PC5 link establishment in Layer 2 UE-to-UE Relay Communication when Layer 2 UE-to-UE Relay is in 3GPP coverage, the End UE and the UE-to-UE Relay can establish a secure PC5 link with network assistance. 

The existing procedures specified in clause 6.3 can be re-used between the Ends UE (Source UE and/or Target UE) and Layer 2 UE-to-UE Relay for authorization and PC5 security for 5G ProSe Communication. The UE-to-UE Relay take the role of the UE-to-network Relay. The Ends UE (Source UE and/or Target UE) take the role of Remote UE.
Both control plane and user plane solutions are supported for 5G ProSe Layer 2 UE-to-UE relay.
************ End OF CHANGES************

