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1
Decision/action requested

This pCR propose to update clause 6.3.6 to 5G_ProSe_Ph2 living doc.
2
References

[1]
S3-232142
3
Rationale

This pCR propose to add some description about the security for emergency service.
4
Detailed proposal

************ START OF CHANGE 1************

6.3.2
Security requirements

The following security requirements apply to both 5G ProSe Layer-3 UE-to-Network Relay and 5G ProSe Layer-2 UE-to-Network Relay:

-
The 5G System shall support the authorization of the UE as a 5G ProSe UE-to-Network Relay in the 5G ProSe UE-to-Network Relay scenario.
-
The 5G System shall support the authorization of the UE as a 5G ProSe Remote UE in the 5G ProSe UE‑to‑Network Relay scenario.
-
For UE-to-Network Relay discovery, the security requirements in clause 6.1.2 apply.
-
The 5G System shall support a secure means to establish a PC5 link between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
-
The 5G System shall support confidentiality protection, integrity protection and replay protection for secure communication between the 5G ProSe Remote UE and the network via 5G ProSe UE-to-Network Relays.
-
PC5 signalling integrity security policy is set to "REQUIRED" for the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
-
The 5G ProSe Remote UE shall establish a different PC5 security context with each different 5G ProSe UE-to-Network Relay and for each different Relay Service Code. It shall also be possible to establish a PC5 security context when the 5G ProSe Remote UE is out of coverage.
-
The 5G system shall support the establishment of PC5 communication for emergency service over UE-to-



network relay with or without PC5 security.
************ End OF CHANGE1************

************ START OF CHANGE 2************

6.3.6
Security for emergency service from 5G ProSe Remote UE via 5G ProSe UE-to-Network Relay

Editor’s Note: This clause describes the security procedure for emergency service from 5G ProSe Remote UE via 5G ProSe UE-to-Network Relay.
RSC(s) dedicated for emergency service needs to be provisioned in the 5G ProSe enabled UEs with capability of 5G ProSe UE-to-Network Relay and/or 5G ProSe Remote UE as specified in TS 23.304[2]clause 5.1.4.
Based on the regulation and the operator policy, there may or may not be discovery security materials provisioned for Emergency RSC.
If the 5G ProSe Remote UE is USIM-less, the 5G ProSe Remote UE sends a Direct Communication Request that contains PEI, Emergency RSC to the 5G ProSe UE-to-Network Relay.

If the 5G ProSe Remote UE is USIM-less or authentication can’t complete for any reason, then the 5G ProSe UE-to-Network Relay performs Direct Security Mode Command procedure with Null ciphering and integrity protection if the regulation and the operator policy allow. In this case, the 5G ProSe Remote UE treats UP integrity protection as not activated for this connection and includes the UP integrity protection policy as NOT NEEDED in the Direct Security Mode Complete. The 5G ProSe UE-to-Network Relay sets UP integrity protection to OFF in this case.
When there has been no successful run of authentication of the 5G ProSe Remote UE, the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay independently generate the KNRP or KNR_ProSe in an implementation defined way. All key derivations proceed as if they were based on a KNRP or KNR_ProSe  generated from a successful authentication run.
************ End OF CHANGES************

