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1	Decision/action requested
It is requested to approve the new conclusion in this pCR.
2	References
[1]	3GPP TS 33.501. Security architecture and procedures for 5G system.
[2]	3GPP TR 33.858.  Study on security aspects of enhanced support of Non-Public Networks phase 2.
3	Rationale
When credential holder AAA server is used for NSWO in SNPN, solution #15 in TR 33.858 [2] allows WLAN AN to route authentication messages directly to credential holder AAA server via AAA proxy without going through 5GC. 
This pCR proposes a solution where WLAN AN routes authentication messages to the credential holder AAA server via 5GC (NSWOF/AUSF/UDM/NSSAAF). This solution is based on the principle in clause I.2.2.2 of TS 33.501 [1], where authentication between UE and AAA server is performed via 5GC. This option is required by operators which use 5GC to manage and control UEs for both 3GPP and non-3GPP accesses. 
4	Detailed proposal
[bookmark: _Toc128408023]**** START OF CHANGE ****
[bookmark: _Toc133224666]6.X	Solution #X: NSWO using SNPN credentials from CH AAA via 5GC
[bookmark: _Toc133224667]6.X.1	Introduction 
This solution addresses Key issue #1 in the case of NSWO using SNPN credentials from Credentials Holder AAA. 
The proposed procedure is based on the current procedures for NSWO in Annex S.4 of TS 33.501 [4] and for Credential Holder using AAA server for primary authentication in clause I.2.2.2 of TS 33.501 [4]. 
[bookmark: _Toc133224668]6.X.2	Solution details
[image: ]
Figure 6.X.2-1: Procedure for NSWO using SNPN credentials from CH AAA Server via 5GC
 Steps 1-5 are performed as described in Annex S.3.2 of TS 33.501 [4], with the following addition: If the EAP method supports privacy and the UE is configured to use anonymous SUCI, the UE may send an anonymous value SUCI based on configuration.
Steps 6-16 are replaced by steps 3-13 of clause I.2.2.2 of TS 33.501 [4].
Remaining steps are performed as described in steps 16-18d of Annex S.3.2 of TS 33.501 [4]. 
[bookmark: _Toc133224669]6.X.3	System impact
The solution has no new impact on UE, WLAN AN, or 5GC. 
[bookmark: _Toc133224670]6.X.4	Evaluation
This solution solves Key issue #1 when the credentials from CH AAA are used for NSWO. 
It reuses Annex S.3.2 and clause I.2.2.2 of TS 33.501 [4], thus require minimal normative specification. 
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