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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
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Rationale

3.1
Introduction 
3GPP received with S3-231717-21 a bundle of LSs from GSMA NRG 5GMRR. The following clauses provide further SA3 input to allow preparation of a joint response by all working groups from 3GPP to GSMA. The document focus is on S3-231721. 
The working assumption by GSMA is using the hop-by-hop approach, i.e. interrupting communication at an IPX or a roaming hub. In the follow the different candidate solutions are addressed and compared against this working assumption.

Editor’s Note: working document, to be enhanced during the meeting week.

3.2 PRINS (33.501, clause 13.2)
PRINS protocol was designed based on the requirements received from GSMA in 2017/2018 to cover the use case of an IPX being able to analyse and manipulate passing signalling messages. It allows full operator control and provides a 2e security solution, which could be mandated by legislations (i.e. privacy and cyber security laws) in future.

Roaming hub requirements were not provided at this time, hence, PRINS design was focused on IPX as a middle box, but it is suggested that at least till Rel-18 any roaming which requires manipulation of IEs by middle boxes (IPX or RHUB) is only possible with PRINS. 

However, it would be appreciated if GSMA could point out exactly what are the missing points using PRINS also for roaming hubs.
3.3 PRINS enhanced (S3-231398/S3-231419)

During the LS exchanges with GSMA a proposal was made in SA3 and sent for analysis to GSMA per LS (S3- 231419).
In this proposal PRINS is enhanced to allow middle boxes to not only manipulate clear text IEs, but also to initiate its own messages. This requirement was stimulated by the desire of IPX and RHUB providers being able to send a message to the peer SEPP.
If the SEPP receives a message from the local intermediary, e.g., IPX, requesting to submit a message to the peer SEPP in another PLMN on behalf of the intermediary and the SEPP accept the intermediary, e.g., IPX, request, the SEPP shall construct the message to be submitted to the peer SEPP in another PLMN following the same process in this clause.

In summary, it is proposed:

In case an intermediary need to submit a locally constructed instruction, i.e., a message, to the peer receiving SEPP, it may request the local sending SEPP to prepare a "N32ReformattedReqMsg" IE as per clause 13.2.4.5 where the receiving SEPP process and verify the message as outlined in clause 13.2.4.7. When the intermediary request the sending SEPP to prepare a “N32ReformattedReqMsg”, it shall include information about the receiving SEPP and information about the originating and target PLMN of the message to be submitted. Optionally, the intermediary may include a "DataToIntegrityProtectBlock" IE which contains the complete message to be submitted to the receiving SEPP.

The solution proposes that a SEPP would include in the N32 message not only the generated JSON object with the IEs received from NF, but in additon an empty JSON object. The latter can then be used by middle boxes to include additional information, e.g., if the bandwidth limit was reached and the connection would need to be teared down or the recipients would be notified about throttling the connection, or rejecting the connection.

No response on S3-231419 was so far received by GSMA. Hence, this solution should be further evaluated if it would fulfil the use cases by IPX and RHUB.
3.4 “hop-by-hop TLS”

Another approach under discussion, if hop-by-hop is used, is the so called hop-by-hop TLS, i.e. only protecting the communication between hops, which have authenticated each other. In this approach it is assumed that trust of one hop into the next hop is transitive. 

The limit of this approach is however that the key established between 2 hops is symmetric and thus, even if logging information, neither of the hop can prove which hop has created the message since each of the both hops use the same key. Hence, the requirement by GSMA on attributability cannot be fulfilled by this approach.
3.5 L-PRINS (GSMA working assumption solution) (S3-231721)
L-PRINS solution has been sent per LS to 3GPP indicating that this is what GSMA considers as working assumption solution fulfilling the needs of the different GSMA presented stakeholders. It does not provide an end-to-end but a hop-by-hop solution, hence IPX or roaming hub interrupts the message flow. In contrast to PRINS, it requires a signature by each party to allow for later auditing of what has been sent from the sending SEPP via one or two intermediary SEPPs to the receiving SEPP. While each intermediary can do whatever it wants with the received message (as per requirements), the signature approach allows for auditing and evaluating the log files later on.
It does so far not describe, how the requirements of keeping some IEs confidentiality protected will be handled. For example, if the operator wants to protect SUPI and authentication vectors.

While 5GMRR is debating several years about the adoption of PRINS, it is suggested that L-PRINS can be a milestone towards PRINS end-to-end security. Terminating the N32 at the intermediary, e.g., Roaming Hub or Service Hub, Local PRINS provides the flexibility that is needed for the Roaming Hub and the Service hub to perform all the services possible in a mechanism that is identical to hop-by-hop TLS. However, the newly added signature by the sending SEPP and each intermediary provides the forward path to PRINS.
It should be emphasized that end-to-end security can become mandatory in the future due to regulations or as desired by operators. For this, operators must be prepared. Hence, the since Rel-16 operator mandated support of PRINS by SEPPs should not be underestimated. Any hop following 3GPP standards shall be able to understand PRINS. Even if not used yet, starting with L-PRINS seems to provide a forward path to PRINS. 

It needs to be noted that L-PRINS is only a hop-by-hop solution that requires additional implementation efforts by the operator SEPP, and from a forward path perspective, it requires intermediaries to understand not only the TLS but also the PRINS protocol. 
While TLS provides authentication between 2 hops, the advantage of adding L-PRINS on top lays in the possible technical proof by signature validation of what a hop has sent to the next hop. It needs to be noted, that support for L-PRINS must be mandated, similarly as TLS needs to be supported.
4
Detailed proposal

This document is providing observations related the existing and newly proposed protocols. Several LS details exchanged between 3GPP and GSMA are not responded yet by both SDOs. Further study is needed. A reply-LS with the need for further study can be sent to 5GMRR.

Regarding the requirement LSs, it is proposed to ask GSMA specifically for consolidating the set of requirements, to clarify what is really in scope of 3GPP. 
Further, SA3 should ask 5GMRR to provide feedback on S3-231419, ie. on the enhancements proposed for PRINS to cover the requirements on sending own messages from a middle box (see clause 3.2).
And finally, SA3 can ask whether GSMA could point out exactly the missing parts why PRINS cannot be used for middle boxes, for example, if most IEs are sent in clear text (note, PRINS scheme allows to encrypt those IEs that need encryption) and how to handle IEs in any hop-by-hop approach if confidentiality of IEs is required. Any hop-by-hop solution will not be able to achieve this.

