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************ START OF CHANGE


13.4.1.3.XXX	 SCP delegated access token validation
The NF Service Producer may have registered as profile information in the authorization server (NRF) that it delegates access token validation to the SCP. In this case the SCP of the NF Service Producer can validate an access token on its behalf. The advantage is in offloading the NF Service Producer. If an access token is rejected, the service request can be rejected by SCP. Hence, in case of validation error, the message exchange between SCP and NFp can be minimized.
If indicated, the access token is validated by the SCP. This validation can apply also for an SCP domain and can be used by any of the SCPs of the domain or domain list serving the NF Service Producer. 
To allow for SCP delegated token validation the following steps apply:
1. NFp registers in its NF profile in NRF whether it authorizes to delegate to SCPs the access token validation of requests to NFp. This could be SCPs of the same domain, specific SCPs or an SCP Domain List. 
2. If NRF has included the delegation information in the access token, SCP can validate the access token and if successful, provides the validation information together with the service request (including the access token) to NFp. 
3. NFp verifies that the token has been validated and can provide the service request. 
NOTE: The access token has to be provided to NFp nevertheless for allowing tracking of the authorization of provided services. It is up to operator policy if NFp would do an additional access token validation.

************ NEXT CHANGE

[bookmark: _Toc45028850][bookmark: _Toc45274515][bookmark: _Toc45275102][bookmark: _Toc51168360][bookmark: _Toc129956608][bookmark: _Hlk40192572]13.4.1.3	Service access authorization in indirect communication scenarios
[bookmark: _Toc45028851][bookmark: _Toc45274516][bookmark: _Toc45275103][bookmark: _Toc51168361][bookmark: _Toc129956609]13.4.1.3.1	Authorization for indirect communication without delegated discovery procedure
[bookmark: _Toc45028852][bookmark: _Toc45274517][bookmark: _Toc45275104][bookmark: _Toc51168362][bookmark: _Toc129956610]13.4.1.3.1.1	With mutual authentication between NF Service Consumer and NRF at the transport layer
This clause covers the scenario where the NF Service Consumer and the NRF are connected over a mutually authenticated TLS connection.,
AuthorizationValidated**)
5a. Validate Access Token**
**
** if optional validation of token by SCP was successful (5a), SCP may sends AuthorizationValidated to NFp,.and  NFp may skip the access token validation part in step 65a (see clause XXX)


[image: ]
Figure 13.4.1.3.1.1-1: Authorization and service invocation procedure, for indirect communication without delegated discovery, with mutual authentication between NF and NRF at the transport layer
Discovery of the NF Service Producer:
0.	Optionally, the NF Service Consumer may discover the NF Service Producer before requesting authorization to invoke the services of the NF Service Producer. E.g. if the NF Service Consumer has not yet discovered the NF Service Producer, then it may run the discovery procedure.
NF Service Consumer authorization:
1-2.
After mutual authentication between NF Service Consumer and NRF at the transport layer, the NF Service Consumer and NRF perform the "Access token request before service access" procedure as described in clause 13.4.1.1. If the NF Service Consumer has already discovered the NF Service Producer, it can also perform the "Access token request for a specific NF Service Producer/NF Service Producer instance" procedure as described in clause 13.4.1.1.  
Service request:
The NF Service Consumer, SCP, NRF and NF Service Producer perform the procedure "Indirect Communication without delegated discovery Procedure" described in clause 4.17.11 of TS 23.502 [8]. The following steps describe how the access token received from steps 1 and 2 is used in this procedure.
3.	If no cached data is available, the NF Service Consumer discovers the NF Service Producer via the SCP. 
4.	The NF Service Consumer sends a service request for the specific service to the SCP. The service request includes the access token as received in step 2, and may include the NF Service Consumer CCA as defined in clause 13.3.8.
If the CCA is included, the NF type of the expected audience in the CCA shall contain "NF Service Producer".
If the NF Service Consumer allows reselection of a target NF Service Producer by the SCP, the expected audience in the CCA shall also contain NF type "NRF". 
NOTE:	In the same deployment, the NF Service Consumer can delegate the reselection of the target NF Service Producer to the SCP for some requests, and not for other requests.
[bookmark: _Hlk134685493]5a. If the NFp has delegated the access token validation to SCP as described in clause XXX, the SCP may validate the access token on behalf of NFp and may reject the service request if not successfully validated.
5.	The SCP selects a NF Service Producer instance, performs the API root modifications,  and forwards the received request to the selected NF Service Producer instance. The request contains the access token and may contain the NF Service Consumer CCA if received in step 4, and may include AuthorizationValidated result. 
6.	To authorize the access, the NF Service Producer authenticates the service consumer NF using one of the methods described in clause 13.3.2.2 and if successful, it validates the access token as described in clause 13.4.1.1 by verifying the signature and checking if the requested service is part of the token's scope. If SCP provided to NFp that Token validated result in step 5, the NFp may skip the access token validation.
7.   If the checks in step 6 are successful, the NF Service Producer processes the service request and provides a service response.
8.	The SCP performs reverse API root modifications and forwards the service response.

[bookmark: _Toc45028853][bookmark: _Toc45274518][bookmark: _Toc45275105][bookmark: _Toc51168363][bookmark: _Toc129956611]13.4.1.3.1.2	Without mutual authentication between NF and NRF at the transport layer
When there is no  mutual authentication between NF Service Consumer and NRF at the transport layer, the NF Service Consumer performs the following procedure to obtain the access token from NRF and uses it for service access at the NF Service Producer. In this clause, the authentication of NF Service Consumer by the NRF and by the NF Service Producer is based on any of the methods described in clauses 13.3.1.2 and 13.3.2.2.

[image: ],
AuthorizationValidated**)
7a. Validate Access Token**
**
** if optional validation of token by SCP was successful, SCP may sends AuthorizationValidated to NFp, and NFp may skip the access token validation part in step 8 (see clause XXX)


Figure 13.4.1.3.1.2-1: Authorization and service invocation procedure, for indirect communication without delegated discovery, without mutual authentication between NF and NRF at the transport layer 
0.	Optionally, the NF Service Consumer may discover the NF Service Producer before requesting authorization to invoke the services of the NF Service Producer.
1. 	The NF Service Consumer sends an access token request (Nnrf_AccessToken_Get Request) to the SCP with parameters as specified in 13.4.1.1.  The access token request may additionally include the NF Service Consumer CCA as defined in clause 13.3.8.
If the CCA is included, the NF type of the expected audience in CCA shall contain "NRF".
2. 	The SCP forwards the access token request (Nnrf_AccessToken_Get Request) to the NRF. The request may include the NF Service Consumer CCA if received in step 1.
3.	The NRF authenticates the service consumer NF using one of the methods described in clause 13.3.1.2. If the NF Service Consumer authentication is successful and the NF Service Consumer is authorized based on the NRF policy, the NRF issues an access token as described in clause 13.4.1.1. The NRF uses the NF Service Consumer NF Instance ID as the subject of the access token. 
4.   The NRF sends the access token to the SCP in an access token response (Nnrf_AccessToken_Get Response).
5.	The SCP forwards the access token response (Nnrf_AccessToken_Get Response) to the NF Service Consumer, including the access token. 
6.   The NF Service Consumer sends the service request to the SCP. The service request includes the access token received in Step 5 and may include the NF Service Consumer CCA. 
If the CCA is included, the NF type of the expected audience in CCA shall contain "NF Service Producer". 
If the NF Service Consumer allows reselection of a target NF Service Producer by the SCP, the expected audience in the CCA shall also contain NF type "NRF". 
NOTE: 	In the same deployment, the NF Service Consumer can delegate the reselection of the target NF Service Producer to the SCP for some requests, and not for other requests.
7a. If the NFp has delegated the access token validation to SCP as described in clause XXX, the SCP may validate the access token on behalf of NFp and may reject the service request if not successfully validated.
7.  The SCP forwards the service request to the NF Service Producer. The service request includes the access token received in step 6, and may include the NF Service Consumer CCA if received in step 6 and the AuthorizationValidated result.
8.	The NF Service Producer authenticates the NF Service Consumer by one of the methods described in clause 13.3.2.2 and if successful, it validates the access token as described in clause 13.4.1.1. If the NFp has delegated the access token validation to SCP as described in clause XXX, and SCP provided to NFp Token validated "successful", the NFp may skip the access token validation. 
9.	If the validation of the access token is successful, the NF Service Producer sends the service response to the SCP.
10.	The SCP forwards the service response to the NF Service Consumer.
[bookmark: _Toc45028854][bookmark: _Toc45274519][bookmark: _Toc45275106][bookmark: _Toc51168364][bookmark: _Toc129956612]13.4.1.3.2	Authorization for indirect communication with delegated discovery procedure
This clause covers the scenario where the NF Service Consumer use the SCP to discover and select the NF Service Producer instance that can process the service request.
AuthorizationValidated**)
6a. Validate Access Token**
**
** if optional validation of token by SCP was successful, SCP may sends Token validated to NFp, and NFp may skip the access token validation in step 8 (see clause XXX)
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[bookmark: _Hlk134696574]Figure 13.4.1.3.2-1: Authorization and service invocation procedure, for indirect communication with delegated discovery  
1.	The NF Service Consumer sends a service request to the SCP. The service request may include the NF Service Consumer's CCA as defined in clause 13.3.8. The NF Service Consumer may include an access token in the service request if it has received an access token in a previous service response. If a previously received access token has expired, the NF Service Consumer may include discovery parameters as specified in TS 29.500 [74] clause 5.2.3.2.7 in the service request.
If the CCA is included, the NF type of the expected audience in CCA shall contain "NRF" and "NF Service Producer". 
2.	The SCP may perform a service discovery with the NRF. If NF Service Consumer has included an access token in step 1, or if the SCP has a cached granted access token, then SCP may reuse the access token. and proceeds to step 6.
3. 	The SCP sends an access token request (Nnrf_AccessToken_Get Request) to the NRF. The access token request includes parameters as defined in clause 13.4.1.1. The access token request may include the NF Service Consumer's CCA if received in Step 1.
4.	The NRF authenticates the NF Service Consumer using one of the methods described in clause 13.3.1.2. If NF Service Consumer authentication is successful and the NF Service Consumer is authorized based on the NRF policy, the NRF issues an access token as described in clause 13.4.1.1. The NRF uses the NF Service Consumer instance ID as the subject of the access token. 
5.	The NRF sends the access token to the SCP in an access token response (Nnrf_AccessToken_Get Response).  
6a.  If the NFp has delegated the access token validation to SCP as described in clause XXX, the SCP may validate the access token on behalf of NFp and may reject the service request if not successfully validated.
 6.	The SCP sends the service request to the NF Service Producer. The service request includes an access token (i.e., received in Step 1, received in Step 5, or previously cached), and may include the NF Service Consumer's CCA if received in Step 1. The SCP may include the AuthorizationValidated result.
[bookmark: _Hlk134696541]7.	The NF Service Producer authenticates the NF Service Consumer by one of the methods described in clause 13.3.2.2 and if successful, it validates the access token as described in clause 13.4.1.1 . If the NFp has delegated the access token validation to SCP as described in clause XXX, and SCP provided to NFp that AuthorizationValidated is "successful", the NFp may skip the access token validation.
8.	If the validation of the access token is successful, the NF Service Producer sends the service response to the SCP.
[bookmark: _Hlk134696733]9.	The SCP forwards the service response to the NF Service Consumer. The SCP may include the access token in the service response to NF Service Consumer for possible re-use in subsequent service requests.
[bookmark: _Toc106197876][bookmark: _Toc129956613]



************ END OF CHANGES
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