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[bookmark: _Toc42177161][bookmark: _Toc42179514][bookmark: _Toc42246787][bookmark: _Toc51245720][bookmark: _Toc98841213]*** 1st CHANGE ***
[bookmark: _Toc19634552][bookmark: _Toc26875608][bookmark: _Toc35528358][bookmark: _Toc35533119][bookmark: _Toc45028461][bookmark: _Toc45274126][bookmark: _Toc45274713][bookmark: _Toc51167970][bookmark: _Toc114220579]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5G-AN	5G Access Network
5G-RG	5G Residential Gateway
NG-RAN	5G Radio Access Network 
5G AV	5G Authentication Vector
5G HE AV	5G Home Environment Authentication Vector
5G NSWO	5G Non-Seamless WLAN Offload
5G SE AV	5G Serving Environment Authentication Vector
ABBA	Anti-Bidding down Between Architectures
AEAD	Authenticated Encryption with Associated Data
AES	Advanced Encryption Standard
AKA	Authentication and Key Agreement
AMF	Access and Mobility Management Function
AMF	Authentication Management Field

NOTE:	If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF	Authentication credential Repository and Processing Function
AUN3	Authenticable Non-3GPP devices
AUSF	Authentication Server Function
AUTN	AUthentication TokeN
AV	Authentication Vector 
AV'	transformed Authentication Vector 
BAP	Backhaul Adaptation Protocol
BH	Backhaul
CCA	Client Credentials Assertion
Cell-ID	Cell Identity as used in TS 38.331 [22]
CH	Credentials Holder
CHO	Conditional Handover
CIoT	Cellular Internet of Things
cIPX	consumer's IPX
CKSRVCC	Cipher Key for Single Radio Voice Continuity
cNRF	consumer's NRF
CP	Control Plane
cPLMN	consumer's PLMN
cSEPP	consumer's SEPP
CTR	Counter (mode)
CU	Central Unit
DCS	Default Credentials Server 
DN	Data Network
DNN	Data Network Name
DU	Distributed Unit
EAP	Extensible Authentication Protocol
EDT	Early Data Transmission
EMSK	Extended Master Session Key
EN-DC	E-UTRA-NR Dual Connectivity
ENSI	External Network Slice Information
EPS	Evolved Packet System
FN-RG	Fixed Network RG
gNB	NR Node B
GUTI	Globally Unique Temporary UE Identity
HRES	Hash RESponse
HXRES	Hash eXpected RESponse
IAB	Integrated Access and Backhaul
IKE	Internet Key Exchange
IKSRVCC	Integrity Key for Single Radio Voice Continuity 
IPUPS	Inter-PLMN UP Security
IPX	IP exchange service
KSI	Key Set Identifier
KSISRVCC	Key Set Identifier for Single Radio Voice Continuity
LI	Lawful Intercept
MBSF	Multicast/Broadcast Service Function
MBSTF	Multicast/Broadcast Service Transport Function
MeNB	Master eNB
MN	Master Node
MO-EDT	Mobile Originated Early Data Transmission
MT-EDT	Mobile Terminated Early Data Transmission
MR-DC	Multi-Radio Dual Connectivity 
MSK	Master Session Key
N3IWF	Non-3GPP access InterWorking Function
NAI	Network Access Identifier
NAS	Non Access Stratum 
NDS	Network Domain Security
NEA	Encryption Algorithm for 5G
NF	Network Function
NG	Next Generation
ng-eNB	Next Generation Evolved Node-B
ngKSI	Key Set Identifier in 5G
N5CW	Non-5G-Capable over WLAN
N5GC	Non-5G-Capable
NIA	Integrity Algorithm for 5G
NR	New Radio
NR-DC	NR-NR Dual Connectivity
NSSAI	Network Slice Selection Assistance Information
NSSAA	Network Slice Specific Authentication and Authorization
NSWO	Non-Seamless WLAN Offload   
NSWOF	Non-Seamless WLAN Offload Function
PDN	Packet Data Network
PEI	Permanent Equipment Identifier
pIPX	producer's IPX
pNRF	producer's NRF
pPLMN	producer's PLMN 
PRINS	PRotocol for N32 INterconnect Security 
pSEPP	producer's SEPP
PUR	Preconfigured Uplink Resource
QoS	Quality of Service 
RES	RESponse
SCG	Secondary Cell Group
SEAF	SEcurity Anchor Function
SCP	Service Communication Proxy
NOTE: Void.	Security Gateway
SEPP	Security Edge Protection Proxy
SgNB	Secondary gNB
SIDF	Subscription Identifier De-concealing Function 
SMC	Security Mode Command
SMF	Session Management Function
SN	Secondary Node 
SN Id	Serving Network Identifier
SUCI	Subscription Concealed Identifier 
SUPI	Subscription Permanent Identifier 
TLS	Transport Layer Security
TNAN	Trusted Non-3GPP Access Network
TNAP	Trusted Non-3GPP Access Point
TNGF	Trusted Non-3GPP Gateway Function
TWAP	Trusted WLAN Access Point
TWIF	Trusted WLAN Interworking Function
TSC	Time Sensitive Communication
UE	User Equipment
UEA	UMTS Encryption Algorithm
UDM	Unified Data Management
UDR	Unified Data Repository
UIA	UMTS Integrity Algorithm
ULR	Update Location Request
UP	User Plane
UPF	User Plane Function
URLLC	Ultra Reliable Low Latency Communication
USIM	Universal Subscriber Identity Module
XRES	eXpected RESponse
*** 2nd CHANGE ***
[bookmark: _Toc35528603][bookmark: _Toc35533364][bookmark: _Toc45028717][bookmark: _Toc45274382][bookmark: _Toc45274969][bookmark: _Toc51168226][bookmark: _Toc114220839]7B	Security for wireline access to the 5G core network
[bookmark: _Toc35528604][bookmark: _Toc35533365][bookmark: _Toc45028718][bookmark: _Toc45274383][bookmark: _Toc45274970][bookmark: _Toc51168227][bookmark: _Toc114220840]7B.1	General
To support Wireless and Wireline Convergence for the 5G system, two new network entities, 5G-RG and FN-RG, are introduced in the architecture specificaction TS 23.501[2].  
The 5G-RG acts as a 5G UE and can connect to 5GC via wireline access network (W-5GAN) or via Fixed Wireless Access (FWA). Existing security procedures defined in this document are reused. The 5G-RG also acts as end point of N1 and provides the NAS signaling connection to the 5GC on behalf of the AUN3 devices behind the 5G-RG.
The FN-RG can connect to 5GC via wireline access network (W-5GAN). The W-AGF performs the registration procedure on behalf of the FN-RG. It acts as end point of N1 and provides the NAS signalling connection to the 5GC on behalf of the FN-RG.
A 5G -capable UE can connect to 5GC through an RG that’s connected to the 5GC via wireline access network (W-5GAN) or NG-RAN. The UE supports untrusted non-3GPP access and/or trusted non-3GPP access. 
NOTE: Roaming of FN-RG and 5G-RG are not supported.
NOTE: Informative Annex X O provides an example of how N5GC devices behind a residential gateway in private or in isolated scenarios with wireline access make use of additional EAP methods for authentication.
*** 3rd CHANGE ***
[bookmark: _Toc35528609][bookmark: _Toc35533370][bookmark: _Toc45028723][bookmark: _Toc45274388][bookmark: _Toc45274975][bookmark: _Toc51168232][bookmark: _Toc114220845]7B.X	Authentication for AUN3 devices behind 5G-RG 
An AUN3 device behind 5G-RG is registered to the 5GC by the 5G-RG and is authenticated by 5GC using EAP-AKA’, as specified in RFC 5448 [12]. 
Editor’s Note: Authentication of AUN3 devices behind FN-RG is FFS and to be aligned with SA2.  
[image: ]
Figure 7B.X-1 Authentication Procedure for AUN3 devices using EAP-AKA’
1.  The AUN3 device initiates a layer 2 connection with the 5G-RG either via Ethernet or WLAN. If the layer 2 connection is based on Ethernet, steps 20-21 are skipped. 
2.	The 5G-RG shall initiate the EAP authentication procedure by sending an EAP request/Identity to the AUN3 device in a layer 2 frame (e.g., EAPOL). 
3.  The AUN3 device shall send back an EAP response/Identity including its Network Access Identifier (NAI) in the form of username@realm.  The username part of the NAI may be encrypted if the AUN3 device supports SUPI privacy.  
4.  The 5G-RG shall construct a SUCI from the NAI-based SUPI of the AUN3 device and send a NAS Registration Request message to the AMF, including the SUCI of the AUN3 device and an AUN3 device indicator.
5.	The AMF/SEAF shall select the AUSF based on the SUCI in the received registration request and send to the AUSF a Nausf_UEAuthentication_Authenticate Request message, including the SUCI of the AUN3 device and an AUN3 device indicator.
6. The AUSF shall send to the UDM a Nudm_UEAuthentication_Get Request message, including the SUCI of the AUN3 device and the AUN3 device indicator. 
7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke the SIDF to map the SUCI to the SUPI and select EAP-AKA’ as authentication method based on the SUPI and the AUN3 device indicator. The UDM/ARPF shall generate an authentication vector using the Access Network Identity as the KDF input parameter. 
8. The UDM shall send to the AUSF a Nudm_UEAuthentication_Get Response message, including the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´) and the SUPI.
9. The AUSF shall store XRES for future verification. The AUSF shall send the EAP-Request/AKA'-Challenge message to the AMF/SEAF in a Nausf_UEAuthentication_Authenticate Response message.
10. The AMF/SEAF shall send the EAP-Request/AKA'-Challenge message to the 5G-RG in the NAS Authentication Request message.
11. The 5G-RG shall send to the AUN3 device the EAP-Request/AKA'-Challenge message encapsulated in a layer 2 (L2) message. 
12. At receipt the EAP-Request/AKA'-Challenge message, the AUN3 device shall verify the message, generate the authentication response, and derive keys as described in RFC 5448[12]. 
13. The AUN3 device shall send the EAP-Response/AKA'-Challenge message to the 5G-RG, encapsulated in a layer 2 message.
14. The 5G-RG shall send to the AMF/SEAF the EAP-Response/AKA'-Challenge message in an NAS Authentication Response message.
15. The AMF/SEAF shall send to the AUSF the EAP-Response/AKA'-Challenge message in an Nausf_UEAuthentication_Authenticate Request message. 
16. The AUSF shall verify the AKA’-Challenge message as described in RFC 5448[12]. If successful, the AUSF shall generate the MSK as described in RFC 5448[12].  Based on the AUN3 device indicator received in step 5. The AUSF shall not generate the KAUSF.
17. The AUSF shall send to the AMF/SEAF an Nausf_UEAuthentication_Authenticate Response message including the EAP-Success, the MSK, and the SUPI.
18.  The AMF/SEAF sends to the 5G-RG the EAP-Success message and the MSK in an Authentication Result message.
19.	 The 5G-RG sends to the AUN3 device the the EAP-Success message in a layer 2 frame. 
20a-20b. If the layer 2 connection is over WLAN (IEEE 802.11), the AUN3 device and the 5G-RG use the first 256-bit of the MSK as the PMK, from which the WLAN keys are derived. 
21.  The AUN3 and the 5G-RG performs four-way handshaking to establish WLAN secure connection. 

*** 4th CHANGE ***

Annex Y (normative): Authentication of AUN3 devices behind 5G-RG using additional EAP methods
Y.1		General
This annex describes the authentication procedure for AUN3 devices behind 5G-RG in private networks or in isolated deployment scenarios (i.e., roaming is not considered) using any key generating EAP method. 
Editor’s Note: Authentication of AUN3 devices behind FN-RG is FFS and to be aligned with SA2.  
An AUN3 device may be authenticated by 5GC or a Credential Holder using a AAA server. 
Y.2		Authentication of AUN3 devices by 5GC

[image: ]
Figure Y.2-1 Authentication Procedure for AUN3 devices by 5GC using key-generating EAP method
This authentication procedure is based on clause 7B.X but differs in some steps. 
Steps 1-6 are the same as steps 1-6 in clause 7B.X. 
7.  Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke the SIDF to map the SUCI to the SUPI and select an authentication method based on the SUPI and the AUN3 device indicator. When the "username" part of the SUPI is "anonymous" or omitted, the UDM may select an authentication method based on the “realm” part of the SUPI, the AUN3 device indicator, a combination of the "realm" part and the AUN3 device indicator, or the UDM local policy. When EAP-AKA´ authentication method is selected, the UDM/ARPF shall generate an authentication vector using the Access Network Identity as the KDF input parameter.
8. The UDM shall send to the AUSF a Nudm_UEAuthentication_Get Response message, including the SUPI and EAP-AKA’ authentication vector if EAP-AKA’ is selected or the selected authentication method if other key generating EAP method (e.g., EAP-TLS, EAP-TTLS, etc) is selected.
9. The AUN3 device and the AUSF performs the selected EAP authentication method. 
Steps 10-15 are the same as steps 17-22 in clause 7B.X. 

Y.3		Authentication of AUN3 devices by AAA server

[image: ]
Figure Y.3-1 Authentication Procedure for AUN3 devices by AAA using key-generating EAP method
This authentication procedure is based on clause 7B.X and I.2.2.2.2. 
Steps 1-6 are the same as steps 1-6 in clause 7B.X. 
Steps 7-16 are the same as steps 4-13 in clause I.2.2.2.2.
Steps 17-22 are the same as steps 17-22 in clause 7B.X. 
*** END OF CHANGES ***
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