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Decision/action requested

Discuss the following proposal
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Rationale

This contribution proposes to add a conclusion for UE-to-UE Relay Model A discovery security. 

Observation #1: in clause 6.3.2.4.2 of TS 23.304 [1], and clause 8a.2.1.2.2.2 of TS 24.554 [2]:

· The U2U Relay is triggered by upper layer to announce availability of a connectivity service provided by a UE-to-UE relay. 
· The U2U Relay includes in the announcement message a list of End UEs related information "known e.g. during previous 5G ProSe UE-to-UE relay discovery or 5G ProSe UE-to-UE relay communication procedure(s)".
Unlike in Model B, the Relay does not trigger an announcement every time a new discovery message is received from an End UE but rather based on an internal trigger, the Relay includes in the announcement message a list of End UEs information constructed from previous 5G ProSe UE-to-UE relay discovery procedures i.e., announce in "bulk" all known End UEs at once.
Observation #2: Current procedure in TS 23.304 [1], does not consider the separate protection of direct discovery sets which includes time sensitive UTC-based replay protection and there is no synchronization mechanism in place between the U2U Relay announcement and prior reception of protected direct discovery sets from End UEs. This means the Relay could be including in the announcement message stale protected direct discovery sets. The latter would end up being discarded at the monitoring End UE due to replay protection check failure. Depending on the frequency of Relay announcements, this issue could potentially incapacitate discovery with Model A with protected direct discovery sets.
Observation #3: Obtaining protected direct discovery sets from End UEs known during a previous 5G ProSe UE-to-UE relay communication procedure (e.g., connected via communication with integrated discovery) is not supported. This means that U2U Relay has no access to valid protected direct discovery sets for these End UEs to include them in the announcement message. Even if the Relay were to obtain protected direct discovery set from a connecting End UE (e.g., in DCR), the Relay would not be able to ensure preservation of the freshness of the transmitted protected direct discovery sets in a bulk announcement (as per Observation #1 and #2).

Observation #4:  There is a need for mechanisms to support SA2 defined procedure for 5G ProSe UE-to-UE Relay Discovery with Model A, while preserving freshness of protected direct discovery sets when announced by the Relay.
Proposal: Based on the above observations, support for mechanisms to ensure freshness of protected direct discovery sets should be supported for UE-to-UE Relay discovery security with Model A.
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Detailed proposal

Based on the above observations, it is proposed to:

· add a conclusion as detailed in S3-232593 [3] for UE-to-UE Relay Model A discovery security.
· inform SA2 in S3-232595 [4] about the needed enhancements to Model A discovery procedure for the support of discovery security using 2 key sets.
