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1
Decision/action requested

Proposes a correction to solution #11 addressing KI#2 in TR 33.870.
2
References

[1]
3GPP TR 33.870 V0.6.0 (2023-02) Study of privacy of identifiers over radio access;  (Release 18)
[2]        TS 38.300 “NR and NG-RAN Overall Description” 

3
Rationale

This pCR proposes corrections to the solution 11 to Key Issue #2: Users Identified by Priority Access [1].  
The following proposed changes are made: 
· Extended the logic to Access Identities other than 1 and 2 while noting that the access category doesn’t by itself determine the RRC establishment cause (See table below)

· Deleted text related to the quote from TS 38.300[2] which directs the gNB to give higher priority to some establishment causes

· Editorials.
	Rule #
	Access identities
	Access categories
	RRC establishment cause is set to

	1
	1
	Any category
	mps-PriorityAccess

	2
	2
	Any category
	mcs-PriorityAccess

	3
	11, 15
	Any category
	highPriorityAccess

	4
	12,13,14,
	Any category
	highPriorityAccess

	5
	0
	0 (= MT_acc)
	mt-Access

	
	
	1 (= delay tolerant)
	Not applicable (NOTE 1)

	
	
	2 (= emergency)
	emergency

	
	
	3 (= MO_sig)
	mo-Signalling

	
	
	4 (= MO MMTel voice)
	mo-VoiceCall

	
	
	5 (= MO MMTel video)
	mo-VideoCall

	
	
	6 (= MO SMS and SMSoIP)
	mo-SMS

	
	
	7 (= MO_data)
	mo-Data

	
	
	9 (= MO IMS registration related signalling)
	mo-Data

	NOTE 1:                A UE using access category 1 for the access barring check will determine a second access category in the range 3 to 7 that is to be used for determination of the RRC establishment cause. See subclause 4.5.2, table 4.5.2.2, NOTE 6.

NOTE 2:                See subclause 4.5.2, table 4.5.2.1 for use of the access identities of 0, 1, 2, and 11-15.


Table 1: Access identities (TS 24.501, Table 4.5.2.1)

4
Detailed proposal

**** START OF 1st CHANGE ****
6.11
Solution #11: Protecting the privacy of high priority users
6.11.1
Introduction 

KI#2’s security threat focuses on the ability of a passive attacker to track a (group of) high priority UE(s) as it(they) moves(move) throughout the network. While there are limitations of the attack as already described in time (C-RNTI and TMSI can be re-configured), in scope (with multiple users), and geographically (attacker needs to be able to read the uplinks in all cells), it is also the result of the high priority UEs unnecessarily advertising their presence at every RRC connection. 

While the 5G specification mandates the use of RRC establishment causes “highPriorityAccess”, “mps-PriorityAccess” and “mcs-PriorityAccess”, these establishment causes are mainly used, as their name implies, to prioritize these users compared to other users trying to access the system at the same time, when the network is congested.

However, most networks are not congested most of the time and even when there is congestion it may not be sufficiently severe in every cell that it would require prioritization between users in the whole network.
6.11.2
Solution details

Instead of priority users utilizing their configured Access Identity to derive the establishment cause in every RRC Connection Request, it is proposed that the users use their configured Access Identity only when they really need priority access. 

The need for priority access can be determined by the network broadcasting barring information, or by the UE when the network simply does not establish a call when Access Identity 0 is used. The UE still follows access barring procedures for its original access identity.
For UEs with non 0 Access Identity (i.e., RRC establishment cause value “mps-PriorityAccess” or “mcs-PriorityAccess or highPriorityAccess”), the value of the reported RRC establishment cause is determined by the following rules:

-
If the network is not overloaded (i.e. barring control information is not broadcasted), the UE hides its high-priority attribute, and the reported RRC establishment cause is determined using normal Access Identity 0. If the UE is rejected after the RRCSetupRequest, the UE uses its configured Access Identity.

-
If the network is already overloaded (i.e. barring control information is broadcasted), the UE uses its configured Access Identity.

To improve the privacy of such users further to the above mechanism, optionally (e.g., based on UE implementation), the UE may request authorization from the end-user (e.g., by displaying a message) before using its configured non-zero access identity. This way, the user is aware of the risk and can decide whether it is acceptable.

6.11.3
Evaluation  
Editor’s Note: The effectiveness of the solution for overload control against the delay of SIB updates and the frequency of SIB updates that include barring information is FFS.
TBD.
**** END OF 1st CHANGE ****

