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1
Decision/action requested

This contribution provides some thoughts on changing the salt in AES-GCM and AES-GMAC in IMS
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3
Rationale

Over the last few meetings, there has been a CR suggesting calculating different salt values for different SAs established to protect IMS signalling. The reason for the proposal is to ensure that there is no clash in inputs to these security algorithms.
In both case the RFCs [2] and [3] refer to the IV that goes into AES-GCM and AES-GMAC as a Nonce. The Nonce in both cases is made up of the 32-bit salt value and 64-bit IV.

The desired security property for both case is that he combination of salt and IV must not repeat for a particular key. IN IMS the same key is used over the fours SA generate from an authentication. While having a different salt value for each SA would ensure no clash of inputs between SAs, it does not ensure on its own there is no repeated input. It also introduces a backwards compatibility issue as the salt is not sent over the air but calculated at each end.

It seems the most appropriate method to deal with this is probably to add some advice about ensuring IVs do not clash across the fours SAs.
4
Detailed proposal

It is proposed that SA3 endorse that there is no need to changes  the salt values for AES-GCM and AES-GMAC use in IPsec ESP in IMS. 

